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QUESTION 1

You discover malware has corrupted the BIOS on your laptop. Which type of malware is this? 

A. bootkit 

B. exploit 

C. rootkit 

D. vulnerability 

Correct Answer: A 

 

QUESTION 2

Which type of adversary would commit cybercrimes with the authorization of their country\\'s government? 

A. state-sponsored 

B. hacktivist 

C. gray hat 

D. white hat 

Correct Answer: A 

 

QUESTION 3

Which security component can detect command-and-control traffic sent from multiple endpoints within a corporate data
center? 

A. stateless firewall 

B. next-generation firewall 

C. personal endpoint firewall 

D. port-based firewall 

Correct Answer: B 

 

QUESTION 4

Which security component should be used to prevent a malware attack delivered by USB drive? 

A. endpoint security 
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B. password security 

C. physical security 

D. firewall security 

Correct Answer: C 

 

QUESTION 5

Which well-known port is associated with the Simple Mail Transfer Protocol? 

A. 143 

B. 25 

C. 997 

D. 40 

Correct Answer: B 
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