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QUESTION 1

Which two roles have access to view the Prisma Cloud policies? (Choose two.)
A. Build AND Deploy Security

B. Auditor

C. Dev SecOps

D. Defender Manager

Correct Answer: BC

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/manage-prisma-cloud-
administrators/prisma-cloud-admin-permissions

QUESTION 2
The Prisma Cloud administrator has Configured a new policy.
Which steps should be used to assign this policy to a compliance standard?

A. Edit the policy, go to step 3 (Compliance Standards), click + at the bottom, select the compliance standard, fill in the
other boxes, and then click Confirm.

B. Create the Compliance Standard from Compliance tab, and then select Add to Policy.
C. Open the Compliance Standards section of the policy, and then save.

D. Custom policies cannot be added to existing standards.

Correct Answer: A

The point is user created a new policy, you can\\'t modify existing policies that were created by Prisma (default) but you
can modify your own custom policies.

Answer A is correct.

Edit the policy, go to step 3 (Compliance Standards), click + at the bottom, select the compliance standard, fill in the
other boxes, and then click Confirm.

QUESTION 3

Which three OWASP protections are part of Prisma Cloud Web-Application and API Security (WAAS) rule? (Choose
three.)

A. DoS Protection

B. Local file inclusion
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C. SQL injection

D. Suspicious binary
E. Shellshock
Correct Answer: CE

https://www.paloaltonetworks.com/prisma/cloud/web-application-API-security

QUESTION 4

Which statement is true regarding CloudFormation templates?

A. Scan support does not currently exist for nested references, macros, or intrinsic functions.

B. A single template or a zip archive of template files cannot be scanned with a single API request.
C. Request-Header-Field \\'cloudformation-version\\' is required to request a scan.

D. Scan support is provided for JSON, HTML and YAML formats.

Correct Answer: A

Reference:

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-devops-security/use-the-
prisma-cloud-iac-scan- rest-api.html

QUESTION 5

A container and image compliance rule has been configured by enabling all checks; however, upon review, the
container\\'s compliance view reveals only the entries in the image below.
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Compliance Runtime MNetwork info Ermvironment Labels

T' LET Comibe

ince bry Leywords and attributes ] T 7ot entries

[[+] +" Categ.. +" Severity " Description

- 521 s ® oital (€IS Docker_v1.3.1 - 5.21) Do not disable default seccomp profile
599 twistlock ® high Container in running a3 root
- 528 s ® hgh (C15_Docker_v1.3.1 - 5.28) Use PIDs cgroup limit
525 s ® high (C15_Docker_v1.3.1 - 5.25) Restrict container from acquiring additional privileges
- 512 cis ® hgh {C15_Docker_v1.3.1 - 5.12) Mount container’s root filesystem as read only
- 510 (a3 ® high (C15_Docker_v1.3.1 « 5.10) Limit memory usage for container
- 51 cis ® hgh (C15_Docker_v1.3.1 - 5.1) Verity AppArmor prohie, if applicable

What is the appropriate action to take next?

A. Deploy defenders to scan complete container compliance.

B. Change the rule options to list both failed and passed checks in the compliance rule edit window.
C. Wait until Prisma Cloud finishes the compliance scan and recheck.

D. Change the rule options to list only failed checks in the compliance rule edit window.

Correct Answer: B
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