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QUESTION 1

Which two actions are required in order to use the automated method within Amazon Web Services (AWS) Cloud to
streamline the process of using remediation in the identity and access management (IAM) module? (Choose two.) 

A. Install boto3 and requests library. 

B. Configure IAM Azure remediation script. 

C. Integrate with Azure Service Bus. 

D. Configure IAM AWS remediation script. 

Correct Answer: AD 

 

 

QUESTION 2

A customer has a requirement to automatically protect all Lambda functions with runtime protection. What is the process
to automatically protect all the Lambda functions? 

A. Configure a function scan policy from the Defend/Vulnerabilities/Functions page. 

B. Configure serverless radar from the Defend/Compliance/Cloud Platforms page. 

C. Configure a manually embedded Lambda Defender. 

D. Configure a serverless auto-protect rule for the functions. 

Correct Answer: D 

Reference: https://blog.paloaltonetworks.com/prisma-cloud/protect-serverless-functions/ 

 

QUESTION 3

A customer has a development environment with 50 connected Defenders. A maintenance window is set for Monday to
upgrade 30 stand-alone Defenders in the development environment, but there is no maintenance window available until 

Sunday to upgrade the remaining 20 stand-alone Defenders. 

Which recommended action manages this situation? 

A. Go to Manage > Defender > Manage, then click Defenders, and use the Scheduler to choose which Defenders will be
automatically upgraded during the maintenance window. 

B. Find a maintenance window that is suitable to upgrade all stand-alone Defenders in the development environment. 

C. Upgrade a subset of the Defenders by clicking the individual Actions > Upgrade button in the row that corresponds to
the Defender that should be upgraded during the maintenance window. 
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D. Open a support case with Palo Alto Networks to arrange an automatic upgrade. 

Correct Answer: C 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/22-12/prisma-cloud-compute-edition-
admin/upgrade/upgrade_defender_single_container 

 

QUESTION 4

The security team wants to protect a web application container from an SQLi attack. Which type of policy should the
administrator create to protect the container? 

A. CNAF 

B. Runtime 

C. Compliance 

D. CNNF 

Correct Answer: A 

Reference: 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/20-09/prisma-cloud-compute-edition-admin/ rewalls/waas 

 

QUESTION 5

In Azure, what permissions need to be added to Management Groups to allow Prisma Cloud to calculate net effective
permissions? 

A. PaloAltoNetworks.PrismaCloud/managementGroups/* 

B. Microsoft.Management/managementGroups/descendants/read 

C. PaloAltoNetworks.PrismaCloud/managementGroups/descendants/read 

D. Microsoft.Management/managementGroups/descendants/calculate 

Correct Answer: B 
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