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QUESTION 1

Where does a user assign a tag group to a policy rule in the policy creation window? 

A. General tab 

B. Usage tab 

C. Application tab 

D. Actions tab 

Correct Answer: A 

 

 

QUESTION 2

What is the main function of Policy Optimizer? 

A. reduce load on the management plane by highlighting combinable security rules 

B. migrate other firewall vendors\\' security rules to Palo Alto Networks configuration 

C. eliminate "Log at Session Start" security rules 

D. convert port-based security rules to application-based security rules 

Correct Answer: D 

Reference:https://docs.paloaltonetworks.com/pan-os/9-0/pan-os-new-features/app-id- features/policy- optimizer.html 

 

QUESTION 3

An administrator configured a Security policy rule with an Antivirus Security profile. The administrator did not change the
action for the profile. If a virus gets detected, how will the firewall handle the traffic? 

A. It allows the traffic because the profile was not set to explicitly deny the traffic. 

B. It drops the traffic because the profile was not set to explicitly allow the traffic. 

C. It uses the default action assigned to the virus signature. 

D. It allows the traffic but generates an entry in the Threat logs. 

Correct Answer: C 

"Default-For each threat signature and Antivirus signature that is defined by Palo Alto Networks, a default action is
specified internally. Typically, the default action is an alert or a reset-both. " https://docs.paloaltonetworks.com/pan-
os/9-1/pan-os-admin/policy/security-profiles 

Latest PCNSA Dumps | PCNSA Practice Test | PCNSA Braindumps                                2 / 5

https://www.geekcert.com/pcnsa.html
https://www.geekcert.com/pcnsa.html
https://www.geekcert.com/pcnsa.html


https://www.geekcert.com/pcnsa.html
2024 Latest geekcert PCNSA PDF and VCE dumps Download

 

QUESTION 4

An administrator reads through the following Applications and Threats Content Release Notes before an update: 

Which rule would continue to allow the file upload to confluence after the update? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 
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Correct Answer: A 

https://live.paloaltonetworks.com/t5/blogs/what-is-application-dependency/ba-p/344330 

 

QUESTION 5

An administrator would like to create a URL Filtering log entry when users browse to any gambling website. What
combination of Security policy and Security profile actions is correct? 

A. Security policy = drop, Gambling category in URL profile = allow 

B. Security policy = deny. Gambling category in URL profile = block 

C. Security policy = allow, Gambling category in URL profile = alert 

D. Security policy = allow. Gambling category in URL profile = allow 

Correct Answer: C 
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