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QUESTION 1

Which two security profile types can be attached to a security policy? (Choose two.) 

A. antivirus 

B. DDoS protection 

C. threat 

D. vulnerability 

Correct Answer: AD 

 

QUESTION 2

Which statement is true regarding a Best Practice Assessment? 

A. The BPA tool can be run only on firewalls 

B. It provides a percentage of adoption for each assessment data 

C. The assessment, guided by an experienced sales engineer, helps determine the areas of greatest risk where you
should focus prevention activities 

D. It provides a set of questionnaires that help uncover security risk prevention gaps across all areas of network and
security architecture 

Correct Answer: B 

Reference: 

https://docs.paloaltonetworks.com/best-practices/8-1/data-center-best-practices/data-center-best-practice-security-
policy/use-palo-alto-networks- assessment-and-review-tools 

 

QUESTION 3

Which statements is true regarding a Heatmap report? 

A. When guided by authorized sales engineer, it helps determine te areas of greatest security risk. 

B. It provides a percentage of adoption for each assessment area. 

C. It runs only on firewall. 

D. It provides a set of questionnaires that help uncover security risk prevention gaps across all areas of network and
security architecture. 

Correct Answer: B 

Reference: https://live.paloaltonetworks.com/t5/best-practice-assessment-blogs/the-best- practice-assessment-bpa-tool-
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for-ngfw-and-panorama/ba-p/248343 

 

QUESTION 4

Which list of actions properly defines the order of steps needed to add a local database user account and create a new
group to which this user will be assigned? 

A. 1. Navigate to Device > Local User Database > Users and click Add. 

2.

 Enter a Name for the user. 

3.

 Enter and Confirm a Password or Hash. 

4.

 Enable the account and click OK. 

5.

 Navigate to Device > Local User Database > User Groups and click Add. 

6.

 Enter a Name for the group. 

7.

 Add the user to the group and click OK. 

B. 1. Navigate to Device > Authentication Profile > Users and click Add. 

2.

 Enter a Name for the user. 

3.

 Enter and Confirm a Password or Hash. 

4.

 Enable the account and click OK. 

5.

 Navigate to Device > Local User Database > User Groups and click Add. 

6.

 Enter a Name for the group. 
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7.

 Add the user to the group and click OK. 

C. 1. Navigate to Device > Users and click Add. 

2.

 Enter a Name for the user. 

3.

 Enter and Confirm a Password or Hash. 

4.

 Enable the account and click OK. 

5.

 Navigate to Device > User Groups and click Add. 

6.

 Enter a Name for the group. 

7.

 Add the user to the group and click OK. 

D. 1. Navigate to Device > Admins and click Add. 

2.

 Enter a Name for the user. 

3.

 Enter and Confirm a Password or Hash. 

4.

 Enable the account and click OK. 

5.

 Navigate to Device > User Groups and click Add. 

6.

 Enter a Name for the group. 

7.

 Add the user to the group and click OK. 

Correct Answer: A 
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QUESTION 5

What must be configured before setting up Credential Phishing Prevention? 

A. Anti Phishing Block Page 

B. Threat Prevention 

C. Anti Phishing profiles 

D. User-ID 

Correct Answer: B 

https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/threat- prevention/prevent-credential-phishing/set-up-
credential-phishing-prevention 
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