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QUESTION 1

Which Security policy action will message a user\\'s browser thai their web session has been terminated?
A. Reset server

B. Deny

C. Drop

D. Reset client

Correct Answer: B

QUESTION 2

What is the default action for the SYN Flood option within the DoS Protection profile?
A. Reset-client

B. Alert

C. Sinkhole

D. Random Early Drop

Correct Answer: D

Reference: https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/zone-protection-and-dos-protection/dos-
protection-against-flooding-of-new-sessions/configure-dos-protection-against-flooding-of-new-sessions

QUESTION 3

What are the two ways to implement an exception to an external dynamic list? (Choose two.)
A. Edit the external dynamic list by removing the entries to exclude.

B. Select the entries to exclude from the List Entries list.

C. Manually add an entry to the Manual Exceptions list.

D. Edit the external dynamic list by adding the “-“ symbol before the entries to exclude.

Correct Answer: BC

QUESTION 4
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Detailed Log View ()] o
General Source Destination
Session ID 781868 Source User Destination User
Action drop Source 192.168.101.25 Destination 8.84.4
Host ID Source DAG Destination DAG
Application dns 192.168.0.0- Country United States
Country 192 168.255.255
Rule Outbounnd DNS Port 53
Port 446282
Rule UUID 2291309 6-2280-467¢C- Zone Intemet
2ca5-0b1902857791 Zone Servers
Interface ethernet1/8
Device SN 007251000156341 interface ethermnetl/4
MNATIP BB4a
IP Protocol wdp NATIP A7.1904458
MNAT Port 53
Log Action global-logs NAT Port 26351
Generated Time 2021/08/27 02:02:4% X-Forwarded-For IF  0.0.0.0
Receive Time 2021/08/27 02:02:53 Flags
Tunnel T N/A Details
e Captive Portal

Given the detailed log information above, what was the result of the firewall traffic inspection?
A. It was blocked by the Anti-Virus Security profile action.

B. It was blocked by the Anti-Spyware Profile action.

C. It was blocked by the Vulnerability Protection profile action.

D. It was blocked by the Security policy action.

Correct Answer: B

QUESTION 5

An administrator needs to add capability to perform real-time signature lookups to block or sinkhole all known malware
domains.

Which type of single unified engine will get this result?
A. User-ID

B. App-ID

C. Security Processing Engine

D. Content-ID

Correct Answer: D
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