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QUESTION 1

Which DoS protection mechanism detects and prevents session exhaustion attacks? 

A. TCP Port Scan Protection 

B. Flood Protection 

C. Resource Protection 

D. Pocket Based Attack Protection 

Correct Answer: C 

 

QUESTION 2

An administrator pushes a new configuration from panorama to a pair of firewalls that are configured as active/passive
HA pair. Which NGFW receives the configuration from panorama? 

A. the active firewall, which then synchronizes to the passive firewall 

B. the passive firewall, which then synchronizes to the active firewall 

C. both the active and passive firewalls independently, with no synchronization afterward 

D. both the active and passive firewalls, which then synchronizes with each other 

Correct Answer: D 

 

QUESTION 3

A user\\'s traffic traversing a Palo Alto Networks NGFW sometime can reach http//www company com At the session
times out. The NGFW has been configured with a PBF rule that the user\\'s traffic matches when it goes to http //www
company com. 

How con the firewall be configured to automatically disable the PBF rule if the next hop goes down? 

A. Configure path monitoring for tine next hop gateway on the default route in tin- virtual router. 

B. Enable and configure a Link Monitoring Profile for the external interface of the firewall. 

C. Create and add a Monitor Profile with an action of Wait Recover in the PBF rule in question. 

D. Create and add a Monitor Profile with an action of Fail Over in the PBF rule in question. 

Correct Answer: D 

 

QUESTION 4
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An administrator using an enterprise PKI needs to establish a unique chain of trust to ensure mutual authentication
between panorama and the managed firewall and Log Collectors. How would the administrator establish the chain of
trust? 

A. Configure strong password 

B. Set up multiple-factor authentication. 

C. Use custom certificates. 

D. Enable LDAP or RADIUS integration. 

Correct Answer: C 

 

 

QUESTION 5

Which PAN-OS policy must you configure to force a user to provide additional credential before he is allowed to access
an internal application that contains highly sensitive business data? 

A. Authentication policy 

B. Decryption policy 

C. Security policy 

D. Application Override policy 

Correct Answer: A 
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