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QUESTION 1

A web server is hosted in the DMZ and the server re configured to listen for income connections on TCP port 443. A
Security policies rules allowing access from the Trust zone to the DMZ zone needs to be configured to allow web-
browsing access. The web server host its contents over Traffic from Trust to DMZ is being decrypted with a Forward
Proxy rule. 

Which combination of service and application, and order of Security policy rules needs to be configured to allow cleaned
web-browsing traffic to the server on tcp/443? 

A. Rule# 1 application: ssl; service application-default: action allow Role # 2 application web browsing, service
application default, action allow 

B. Rule #1application web-browsing, service service imp action allow Rule #2 application ssl. service application
-default, action allow 

C. Rule#1 application web-brows.no service application-default, action allow Rule #2 application ssl. Service application-
default, action allow 

D. Rule#1application: web-biows.no; service service-https action allow Rule#2 application ssl. Service application-
default, action allow 

Correct Answer: C 

 

QUESTION 2

Which two action would be part of an automatic solution that would block sites with untrusted certificates without
enabling SSL forward proxy? (Choose two.) 

A. Configure an EDL to pull IP Addresses of known sites resolved from a CRL. 

B. Create a Security Policy rule with vulnerability Security Profile attached. 

C. Create a no-decrypt Decryption Policy rule. 

D. Enable the "Block seasons with untrusted Issuers- setting. 

E. Configure a Dynamic Address Group for untrusted sites. 

Correct Answer: BD 

 

QUESTION 3

Which processing order will be enabled when a panorama administrator selects the setting "Objects defined in
ancestors will takes higher precedence? 

A. Descendant objects, will take precedence over ancestor objects. 

B. Ancestor will have precedence over descendant objects. 

C. Ancestor objects will have precedence over other ancestor objects. 
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D. Descendant object will take precedence over other descendant objects. 

Correct Answer: B 

 

QUESTION 4

Which feature prevents the submission of login information into website froms? 

A. credential phishing prevention 

B. file blocking 

C. User-ID 

D. data filtering 

Correct Answer: A 

 

QUESTION 5

Winch three steps will reduce the CPU utilization on the management plane? (Choose three. ) 

A. Disable predefined reports. 

B. Reduce the traffic being decrypted by the firewall. 

C. Disable SNMP on the management interface. 

D. Application override of SSL application. 

Correct Answer: ABC 
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