
https://www.geekcert.com/pcnse.html
2024 Latest geekcert PCNSE PDF and VCE dumps Download

 

 

 

PCNSEQ&As

Palo Alto Networks Certified Security Engineer (PCNSE) PAN-OS 11.x

Pass Palo Alto Networks PCNSE Exam with 100%
Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.geekcert.com/pcnse.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Palo Alto
Networks Official Exam Center

 

 

Latest PCNSE Dumps | PCNSE Exam Questions | PCNSE Braindumps                                1 / 4

https://www.geekcert.com/pcnse.html
https://www.geekcert.com/pcnse.html
https://www.geekcert.com/pcnse.html


https://www.geekcert.com/pcnse.html
2024 Latest geekcert PCNSE PDF and VCE dumps Download

QUESTION 1

Which protection feature is available only in a Zone Protection Profile? 

A. SYN Flood Protection using SYN Flood Cookies 

B. ICMP Flood Protection 

C. Port Scan Protection 

D. UDP Flood Protections 

Correct Answer: C 

Configure one of the following Reconnaissance Protection actions for the firewall to take in response to the
corresponding reconnaissance attempt:Allow--The firewall allows the port scan or host sweep reconnaissance to
continue. SYN Flood Cookies is also available on DoS Protection Profile, the answer refers to ONLY. DoS Protection
profiles protect specific devices (classified profiles) and groups of devices (aggregate profiles) against SYN, UDP,
ICMP, ICMPv6, and Other IP flood attacks. 

https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-web-interface- help/network/network-network-profiles/network-
network-profiles-zone- protection/reconnaissance-protection.html#ida0512c75-ed54-4b31-8d2c-9f459466d4d2 Port
scan protection = Reconnaissance Protection That can only be done in a Zone Protection Profile. That\\'s meant to be
configured on an external-facing interface to protect the entire attack surface. DOS Protection profiles are meant to be
configured on internal-facing interfaces to protect a specific server or group of servers from flood attacks, including SYN
Flood. https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/zone-protection-and- dos-protection/configure-zone-
protection-to-increase-network-security/configure- reconnaissance-protection 

 

QUESTION 2

Where can a service route be configured for a specific destination IP? 

A. Use Network > Virtual Routers, select the Virtual Router > Static Routes > IPv4 

B. Use Device > Setup > Services > Services 

C. Use Device > Setup > Services > Service Route Configuration > Customize > Destination 

D. Use Device > Setup > Services > Service Route Configuration > Customize > IPv4 

Correct Answer: C 

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClGJCA0 

 

QUESTION 3

Which two options are required on an M-100 appliance to configure it as a Log Collector? (Choose two) 

A. From the Panorama tab of the Panorama GUI select Log Collector mode and then commit changes 

B. Enter the command request system system-mode logger then enter Y to confirm the change to Log Collector mode. 
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C. From the Device tab of the Panorama GUI select Log Collector mode and then commit changes. 

D. Enter the command logger-mode enable the enter Y to confirm the change to Log Collector mode. 

E. Log in the Panorama CLI of the dedicated Log Collector 

Correct Answer: BE 

(https://www.paloaltonetworks.com/documentation/60/panorama/panorama_adminguide/se t-up-panorama/set-up-the-
m-100-appliance) 

 

QUESTION 4

A company needs to preconfigure firewalls to be sent to remote sites with the least amount of reconfiguration. Once
deployed, each firewall must establish secure tunnels back to multiple regional data centers to include the future
regional data centers. 

Which VPN configuration would adapt to changes when deployed to the future site? 

A. Preconfigured GlobalProtect satellite 

B. Preconfigured GlobalProtect client 

C. Preconfigured IPsec tunnels 

D. Preconfigured PPTP Tunnels 

Correct Answer: A 

https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/large-scale- vpn-lsvpn/configure-the-globalprotect-portal-
for-lsvpn/define-the-satellite- configurations.html 

 

QUESTION 5

Which CLI command enables an administrator to view details about the firewall including uptime, PAN-OS?version, and
serial number? 

A. debug system details 

B. show session info 

C. show system info 

D. show system details 

Correct Answer: C 

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClZuCAK 

Reference: 

https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/technical- documentation/pan-os-60/PAN-
OS-6.0- CLI-ref.pdf 
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