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QUESTION 1

The SSL Forward Proxy decryption policy is configured. The following four certificate authority (CA) certificates are
installed on the firewall. 

An end-user visits the untrusted website https //www firewall-do-not-trust-website com. 

Which certificate authority (CA) certificate will be used to sign the untrusted webserver certificate? 

A. Forward-Untrust-Certificate 

B. Forward-Trust-Certificate 

C. Firewall-CA 

D. Firewall-Trusted-Root-CA 

Correct Answer: B 

 

 

QUESTION 2

A network administrator troubleshoots a VPN issue and suspects an IKE Crypto mismatch between peers. Where can
the administrator find the corresponding logs after running a test command to initiate the VPN? 

A. Configuration logs 

B. System logs 

C. Traffic logs 

D. Tunnel Inspection logs 

Correct Answer: B 

 

 

QUESTION 3

Which steps should an engineer take to forward system logs to email? 

A. Create a new email profile under Device > server profiles; then navigate to Objects > Log Forwarding profile > set log
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type to system and the add email profile. 

B. Enable log forwarding under the email profile in the Objects tab. 

C. Create a new email profile under Device > server profiles: then navigate to Device > Log Settings > System and add
the email profile under email. 

D. Enable log forwarding under the email profile in the Device tab. 

Correct Answer: A  

 

QUESTION 4

An administrator configures a site-to-site IPsec VPN tunnel between a PA-850 and an external customer on their policy-
based VPN devices. What should an administrator configure to route interesting traffic through the VPN tunnel? 

A. Proxy IDs 

B. ToS Header 

C. GRE Encapsulation 

D. Tunnel Monitor 

Correct Answer: A 

https://docs.paloaltonetworks.com/network-security/ipsec-vpn/administration/get-started-with-ipsec-vpn-site-to-site/site-
to-site-vpn-overview/proxy-id-for-ipsec-vpn 

 

QUESTION 5

An administrator has been asked to configure a Palo Alto Networks NGFW to provide protection against worms and
trojans. Which Security Profile type will protect against worms and trojans? 

A. Anti-Spyware 

B. WildFire 

C. Vulnerability Protection 

D. Antivirus 

Correct Answer: D 

https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-web-interface-help/objects/objects-security-profiles 
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