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QUESTION 1

An administrator has configured a pair of firewalls using high availability in Active/Passive mode. Link and Path
Monitoring Is enabled with the Failure Condition set to "any." There is one link group configured containing member
interfaces ethernet1/1 and ethernet1/2 with a Group Failure Condition set to "all." 

Which HA state will the Active firewall go into if ethernet1/1 link goes down due to a failure? 

A. Non-functional 

B. Passive 

C. Active-Secondary 

D. Active 

Correct Answer: D 

 

QUESTION 2

Which setting allow a DOS protection profile to limit the maximum concurrent sessions from a source IP address? 

A. Set the type to Aggregate, clear the session\\'s box and set the Maximum concurrent Sessions to 4000. 

B. Set the type to Classified, clear the session\\'s box and set the Maximum concurrent Sessions to 4000. 

C. Set the type Classified, check the Sessions box and set the Maximum concurrent Sessions to 4000. 

D. Set the type to aggregate, check the Sessions box and set the Maximum concurrent Sessions to 4000. 

Correct Answer: C 

 

 

QUESTION 3

An enterprise has a large Palo Alto Networks footprint that includes onsite firewalls and Prisma Access for mobile users,
which is managed by Panorama The enterprise already uses GlobalProtect with SAML authentication to obtain iP-
touser mapping information. 

However information Security wants to use this information in Prisma Access for policy enforcement based on group
mapping Information Security uses on-prermses Active Directory (AD) but is uncertain about what is needed for Prisma
Access to learn groups from AD. 

How can portaes based on group mapping be learned and enforced in Prisma Access? 

A. Configure Prisma Access to learn group mapping via SAML assertion 

B. Assign a master device in Panorama through which Prisma Access learns groups 

C. Set up group mapping redistribution between an onsite Palo Alto Networks firewall and Prisma Access 
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D. Create a group mapping configuration that references an LDAP profile that points to on- premises domain controllers 

Correct Answer: B 

Step 3: Allow Panorama to use group mappings in security policies by configuring one or more next-generation on-
premises or VM-series firewalls as a Master Device. If you don\\'t configure a Master Device with a Prisma Access User-
ID deployment, use long-form distributed name (DN) entries instead. https://docs.paloaltonetworks.com/prisma/prisma-
access/prisma-access-panorama- admin/configure-user-based-policies-with-prisma-access/configure-user-id-in-
prismaaccess.html 

 

QUESTION 4

A company wants to add threat prevention to the network without redesigning the network routing. 

What are two best practice deployment modes for the firewall? (Choose two.) 

A. Virtual Wire 

B. Layer3 

C. TAP 

D. Layer2 

Correct Answer: AD 

VirtualWire and Layer2 deployment modes allow the firewall to act as a bump in the wire without changing the existing
network routing. In VirtualWire mode, the firewall bridges two interfaces and passes traffic between them without any IP-
layer processing. In Layer2 mode, the firewall acts as a transparent switch and processes traffic at Layer2 of the OSI
model. 

References: https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/networking/configure-interfaces/virtual-wire-
deployments.html https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/networking/configure-
interfaces/layer-2-deployments.html 

 

QUESTION 5

When is it necessary to activate a license when provisioning a new Palo Alto Networks firewall? 

A. When configuring Certificate Profiles 

B. When configuring GlobalProtect portal 

C. When configuring User Activity Reports 

D. When configuring Antivirus Dynamic Updates 

Correct Answer: D 
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