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QUESTION 1

An administrator needs to implement an NGFW between their DMZ and Core network. EIGRP Routing between the two
environments is required. Which interface type would support this business requirement?

A. Virtual Wire interfaces to permit EIGRP routing to remain between the Core and DMZ
B. Layer 3 or Aggregate Ethernet interfaces, but configuring EIGRP on subinterfaces only

C. Tunnel interfaces to terminate EIGRP routing on an IPsec tunnel (with the GlobalProtect License to support LSVPN
and EIGRPprotocols)

D. Layer 3 interfaces, but configuring EIGRP on the attached virtual router

Correct Answer: C

QUESTION 2

A company has a policy that denies all applications it classifies as bad and permits only application it classifies as good.
The firewall administrator created the following security policy on the company\\'s firewall.

St Fii g S Jo Apimn | BafEm e ke Fait Cldam

Which interface configuration will accept specific VLAN IDs? Which two benefits are gained from having both rule 2 and
rule 3 presents? (choose two)

A. A report can be created that identifies unclassified traffic on the network.

B. Different security profiles can be applied to traffic matching rules 2 and 3.

C. Rule 2 and 3 apply to traffic on different ports.

D. Separate Log Forwarding profiles can be applied to rules 2 and 3.

Correct Answer: BD

B: Most malware sneaks onto the network in legitimate applications or services. Therefore, to safely enable applications
you must scan all traffic allowed into the network for threats. To do this, attach security profiles to all Security policy
rules

that allow traffic so that you can detect threats both known and unknown in your network traffic.

D: Log forwarding profiles allow you to forward traffic and threat logs to Panorama or an external system. A log

forwarding profile can be added to a security zone to forward zone protection logs or to a security policy to forward logs
for traffic
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that matches that policy.

Incorrect Answers:

A: Rules are not use to identify unclassified traffic.

Note: Besides checking for a specific application, you can also check for any unknown applications in the list of top
applications These are applications that did not match a defined App-ID signature and display as unknown-udp and
unknowntcp. To delve into these unknown applications, click on the name to drill down to the details for the unclassified
traffic.

C: Rule 2 and Rule 3 apply to all any address in Trust-L3, and are not restricted to any specific ports.

References:

https://www.Daloaltonetworks.com/documentation/7l/pan-os/pan-os/policv/create-best-practice-securitv-Drofiles

https://www.paloaltonetworks.com/documentation/61/pan-os/pan-os/reports-and-loaainQ/loo-forwarding-profiles.html

QUESTION 3

A Security policy rule is configured with a Vulnerability Protection Profile and an action of "Deny". Which action will this
cause configuration on the matched traffic?

A. The configuration is invalid. The Profile Settings section will be grayed out when the Action is set to "Deny".

B. The configuration will allow the matched session unless a vulnerability signature is detected. The "Deny" action will
supersede theper-severity defined actions defined in the associated Vulnerability Protection Profile.

C. The configuration is invalid. It will cause the firewall to skip this Security policy rule. A warning will be displayed
during a commit.

D. The configuration is valid. It will cause the firewall to deny the matched sessions. Any configured Security Profiles
have no effect ifthe Security policy rule action is set to "Deny."

Correct Answer: B

QUESTION 4

For which two reasons would a firewall discard a packet as part of the packet flow sequence? (Choose two )
A. equal-cost multipath

B. ingress processing errors

C. rule match with action "allow"

D. rule match with action "deny"

Correct Answer: BD
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QUESTION 5

An administrator needs to optimize traffic to prefer business-critical applications over non-critical applications. QoS
natively integrates with which feature to provide service quality?

A. Port Inspection

B. Certificate revocation
C. Content-ID

D. App-ID

Correct Answer: D

Reference: https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/quality-of- service/qos-for-applications-
and-users
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