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QUESTION 1

A network security engineer has a requirement to allow an external server to access an internal web server. The internal
web server must also initiate connections with the external server. What can be done to simplify the NAT policy? 

A. Configure ECMP to handle matching NAT traffic 

B. Configure a NAT Policy rule with Dynamic IP and Port 

C. Create a new Source NAT Policy rule that matches the existing traffic and enable the Bi-directional option 

D. Create a new Destination NAT Policy rule that matches the existing traffic and enable the Bi- directional option 

Correct Answer: C 

https://www.paloaltonetworks.com/documentation/70/pan-os/pan-os/networking/nat- configuration-examples 

 

QUESTION 2

An administrator is configuring an IPSec VPN to a Cisco ASA at the administrator\\'s home and experiencing issues
completing the connection. the following is the output from the command: 

What could be the cause of this problem? 

A. The dead peer detection settings do not match between the Palo Alto Networks Firewall and the ASA. 

B. The Proxy IDs on the Palo Alto Networks Firewall do not match the setting on the ASA. 

C. The public IP addresses do not match for both the Palo Alto Networks Firewall and the ASA. 

D. The shared secrets do not match between the Palo Alto Networks Firewall and the ASA. 

Correct Answer: C 

 

QUESTION 3

Which two statements are correct for the out-of-box configuration for Palo Alto Networks NGFWs? (Choose two) 
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A. The devices are pre-configured with a virtual wire pair out the first two interfaces. 

B. The devices are licensed and ready for deployment. 

C. The management interface has an IP address of 192.168.1.1 and allows SSH and HTTPS connections. 

D. A default bidirectional rule is configured that allows Untrust zone traffic to go to the Trust zone. 

E. The interface are pingable. 

Correct Answer: BC 

 

QUESTION 4

Which client software can be used to connect remote Linux client into a Palo Alto Networks Infrastructure without
sacrificing the ability to scan traffic and protect against threats? 

A. X-Auth IPsec VPN 

B. GlobalProtect Apple IOS 

C. GlobalProtect SSL 

D. GlobalProtect Linux 

Correct Answer: A 

( http://blog.webernetz.net/2014/03/31/palo-alto-globalprotect-for-linux-with-vpnc/ ) 

 

QUESTION 5

Which feature prevents the submission of corporate login information into website forms? 

A. Data filtering 

B. User-ID 

C. File blocking 

D. Credential phishing prevention 

Correct Answer: D 

Reference: https://www.paloaltonetworks.com/cyberpedia/how-the-next-generation-security- platform-contributes-to-
gdpr-compliance 
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