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QUESTION 1

VPN traffic intended for an administrator\\'s Palo Alto Networks NGFW is being maliciously intercepted and
retransmitted by the interceptor. When creating a VPN tunnel, which protection profile can be enabled to prevent this
malicious behavior?

A. Zone Protection

B. DoS Protection

C. Web Application

D. Replay

Correct Answer: A

QUESTION 2

An administrator needs to optimize traffic to prefer business-critical applications over non-critical applications. QoS
natively integrates with which feature to provide service quality?

A. Port Inspection

B. Certificate revocation
C. Content-ID

D. App-ID

Correct Answer: D

Reference: https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/quality-of- service/qos-for-applications-
and-users

QUESTION 3

A customer wants to set up a VLAN interface for a Layer 2 Ethernet port. Which two mandatory options are used to
configure a VLAN interface? (Choose two.)

A. Virtual router
B. Security zone
C. ARP entries
D. Netflow Profile

Correct Answer: AB
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Reference: https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface- help/network/network-
interfaces/pa-7000-series- layer-2-interface#idd2bcaacc-54h9-4ec9-aldd- 8064499f5hb9d

QUESTION 4

A company wants to install a PA-3060 firewall between two core switches on a VLAN trunk link. They need to assign
each VLAN to its own zone and to assign untagged (native) traffic to its own zone, which options differentiates multiple
VLAN into separate zones?

A. Create VLAN obijects for each VLAN and assign VLAN interfaces matching each VLAN ID. Repeat for every
additional VLANand use a VLAN ID of 0 for untagged traffic. Assign each interface/subinterface to a unique zone.

B. Create V-Wire objects with two V-Wire sub interface and assign only a single VLAN ID to the "Tag Allowed field one
of the V-Wire object Repeat for every additional VLAN and use a VIAN ID of 0 for untagged traffic. Assign each
interface/ subinterfaceto a unique zone.

C. Create V-Wire objects with two V-Wire interfaces and define a range "0- 4096" in the \'Tag Allowed filed of the V-
Wire object.

D. Create Layer 3 sub interfaces that are each assigned to a single VLAN ID and a common virtual router. The physical
Layer 3interface would handle untagged traffic. Assign each interface /subinterface to a unique zone. Do not assign any
interface anlP address

Correct Answer: C

QUESTION 5

Which protection feature is available only in a Zone Protection Profile?
A. SYN Flood Protection using SYN Flood Cookies

B. ICMP Flood Protection

C. Port Scan Protection

D. UDP Flood Protections

Correct Answer: A
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