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QUESTION 1

A Palo Alto Networks firewall is being targeted by an NTP Amplification attack and is being flooded with tens thousands
of bogus UDP connections per second to a single destination IP address and post. Which option when enabled with the
correction threshold would mitigate this attack without dropping legitirnate traffic to other hosts insides the network? 

A. Zone Protection Policy with UDP Flood Protection 

B. QoS Policy to throttle traffic below maximum limit 

C. Security Policy rule to deny trafic to the IP address and port that is under attack 

D. Classified DoS Protection Policy using destination IP only with a Protect action 

Correct Answer: D 

 

QUESTION 2

The administrator has enabled BGP on a virtual router on the Palo Alto Networks NGFW, but new routes do not seem to
be populating the virtual router. Which two options would help the administrator troubleshoot this issue? (Choose two.) 

A. View the System logs and look for the error messages about BGP. 

B. Perform a traffic pcap on the NGFW to see any BGP problems. 

C. View the Runtime Stats and look for problems with BGP configuration. 

D. View the ACC tab to isolate routing issues. 

Correct Answer: CD 

 

 

QUESTION 3

What are the differences between using a service versus using an application for Security Policy match? 

A. Use of a "service" enables the firewall to take action after enough packets allow for App-ID identification 

B. Use of a "service" enables the firewall to take immediate action with the first observed packet based on port numbers
Use ofan "application" allows the firewall to take action after enough packets allow for App-ID identification regardless of
the portsbeing used. 

C. There are no differences between "service" or "application" Use of an "application" simplifies configuration by
allowing use ofa friendly application name instead of port numbers. 

D. Use of a "service" enables the firewall to take immediate action with the first observed packet based on port
numbers. Use ofan "application" allows the firewall to take immediate action it the port being used is a member of the
application standardport list 

Correct Answer: B 
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QUESTION 4

A web server is hosted in the DMZ and the server is configured to listen for incoming connections on TCP port 443. A
Security policies rules allowing access from the Trust zone to the DMZ zone needs to be configured to allow web-
browsing 

access. The web server hosts its contents over HTTP(S). Traffic from Trust to DMZ is being decrypted with a Forward
Proxy rule. 

Which combination of service and application, and order of Security policy rules, needs to be configured to allow
cleartext web- browsing traffic to this server on tcp/443? 

A. Rule #1: application: web-browsing; service: application-default; action: allow Rule #2: application: ssl; service:
application-default; action: allow 

B. Rule #1: application: web-browsing; service: service-https; action: allow Rule #2: application: ssl; service: application-
default; action: allow 

C. Rule # 1: application: ssl; service: application-default; action: allow Rule #2: application: web-browsing; service:
application-default; action: allow 

D. Rule #1: application: web-browsing; service: service-http; action: allow Rule #2: application: ssl; service: application-
default; action: allow 

Correct Answer: A 

 

 

QUESTION 5

Which two settings can be configured only locally on the firewall and not pushed from a Panorama template or template
stack? (Choose two) 

A. HA1 IP Address 

B. Network Interface Type 

C. Master Key 

D. Zone Protection Profile 

Correct Answer: AB 
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