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QUESTION 1

Your company plans to migrate a multi-petabyte data set to the cloud. The data set must be available 24hrs a day. Your
business analysts have experience only with using a SQL interface. How should you store the data to optimize it for
ease of analysis? 

A. Load data into Google BigQuery 

B. Insert data into Google Cloud SQL 

C. Put flat files into Google Cloud Storage 

D. Stream data into Google Cloud Datastore 

Correct Answer: A 

BigQuery is Google\\'s serverless, highly scalable, low cost enterprise data warehouse designed to make all your data
analysts productive. Because there is no infrastructure to manage, you can focus on analyzing data to find meaningful 

insights using familiar SQL and you don\\'t need a database administrator. 

BigQuery enables you to analyze all your data by creating a logical data warehouse over managed, columnar storage
as well as data from object storage, and spreadsheets. 

References: https://cloud.google.com/bigquery/ 

 

QUESTION 2

You need to deploy an application on Google Cloud that must run on a Debian Linux environment. The application
requires extensive configuration in order to operate correctly. You want to ensure that you can install Debian distribution
updates with minimal manual intervention whenever they become available. What should you do? 

A. Create a Compute Engine instance template using the most recent Debian image. Create an instance from this
template, and install and configure the application as part of the startup script. Repeat this process whenever a new
Google-managed Debian image becomes available. 

B. Create a Debian-based Compute Engine instance, install and configure the application, and use OS patch
management to install available updates. 

C. Create an instance with the latest available Debian image. Connect to the instance via SSH, and install and configure
the application on the instance. Repeat this process whenever a new Google-managed Debian image becomes
available. 

D. Create a Docker container with Debian as the base image. Install and configure the application as part of the Docker
image creation process. Host the container on Google Kubernetes Engine and restart the container whenever a new
update is available. 

Correct Answer: B 

Reference: https://cloud.google.com/compute/docs/os-patch-management 
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QUESTION 3

You are designing a mobile chat application. You want to ensure people cannot spoof chat messages, by providing a
message were sent by a specific user. What should you do? 

A. Tag messages client side with the originating user identifier and the destination user. 

B. Encrypt the message client side using block-based encryption with a shared key. 

C. Use public key infrastructure (PKI) to encrypt the message client side using the originating user\\'s private key. 

D. Use a trusted certificate authority to enable SSL connectivity between the client application and the server. 

Correct Answer: C 

Encrypting each block and tagging each message at the client side is an overhead on the application. Best method
which has been adopted since years is contacting the SSL provider and use the public certificate to encrypt the traffic
between client and the server. 

 

QUESTION 4

You are developing a globally scaled frontend for a legacy streaming backend data API. This API expects events in
strict chronological order with no repeat data for proper processing. Which products should you deploy to ensure
guaranteed-once FIFO (first-in, first-out) delivery of data? 

A. Cloud Pub/Sub alone 

B. Cloud Pub/Sub to Cloud DataFlow 

C. Cloud Pub/Sub to Stackdriver 

D. Cloud Pub/Sub to Cloud SQL 

Correct Answer: B 

Reference https://cloud.google.com/pubsub/docs/ordering 

 

QUESTION 5

For this question, refer to the Helicopter Racing League (HRL) case study. The HRL development team releases a new
version of their predictive capability application every Tuesday evening at 3 a.m. UTC to a repository. The security team
at HRL has developed an in-house penetration test Cloud Function called Airwolf. The security team wants to run
Airwolf against the predictive capability application as soon as it is released every Tuesday. You need to set up Airwolf
to run at the recurring weekly cadence. What should you do? 

A. Set up Cloud Tasks and a Cloud Storage bucket that triggers a Cloud Function. 

B. Set up a Cloud Logging sink and a Cloud Storage bucket that triggers a Cloud Function. 

C. Configure the deployment job to notify a Pub/Sub queue that triggers a Cloud Function. 

D. Set up Identity and Access Management (IAM) and Confidential Computing to trigger a Cloud Function. 
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Correct Answer: C 
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