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QUESTION 1

Which two entities can be created as a BIOC? (Choose two.) 

A. file 

B. registry 

C. event log 

D. alert log 

Correct Answer: AB 

https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-pro-admin/investigation-and-response/cortex-xdr-
indicators/working-with-biocs/create-a-bioc-rule.html 

 

QUESTION 2

Which option describes a Load-Balancing Engine Group? 

A. A group of engines that use an algorithm to efficiently share the workload for integrations 

B. A group of engines that ensure High Availability of Demisto backend databases. 

C. A group of engines that use an algorithm to efficiently share the workload for automation scripts 

D. A group of D2 agents that share processing power across multiple endpoints 

Correct Answer: C 

 

QUESTION 3

Which step is required to prepare the VDI Golden Image? 

A. Review any PE files that WildFire determined to be malicious 

B. Ensure the latest content updates are installed 

C. Run the VDI conversion tool 

D. Set the memory dumps to manual setting 

Correct Answer: D 

 

QUESTION 4

What are two manual actions allowed on War Room entries? (Choose two.) 
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A. Mark as artifact 

B. Mark as scheduled entry 

C. Mark as note 

D. Mark as evidence 

Correct Answer: A 

 

QUESTION 5

An administrator of a Cortex XDR protected production environment would like to test its ability to protect users from a
known flash player exploit. 

What is the safest way to do it? 

A. The administrator should attach a copy of the weapomzed flash file to an email, send the email to a selected group of
employees, and monitor the Events tab on the Cortex XDR console 

B. The administrator should use the Cortex XDR tray icon to confirm his corporate laptop is fully protected then open the
weaponized flash file on his machine, and monitor the Events tab on the Cortex XDR console. 

C. The administrator should create a non-production Cortex XDR test environment that accurately represents the
production environment, introduce the weaponized flash file, and monitor the Events tab on the Cortex XDR console. 

D. The administrator should place a copy of the weaponized flash file on several USB drives, scatter them around the
office and monitor the Events tab on the Cortex XDR console 

Correct Answer: A 
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