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QUESTION 1

Which two enhanced key usage purposes are necessary when creating an SSL certificate for an ESM server? (Choose
two.) 

A. File Recovery 

B. Server Authentication 

C. Client Authentication 

D. Key Recovery 

Correct Answer: BC 

 

QUESTION 2

A customer plans to test the malware prevention capabilities of Traps. It has defined this policy. Local analysis is
enabled Quarantining of malicious files is enabled Files are to be uploaded to WildFire 

No executables have been whitelisted or blacklisted in the ESM Console Hash Control screen. Malware sample A has a
verdict of Malicious in the WildFire service. Malware sample B is unknown to WildFire. Which behavior will result? 

A. WildFire will block sample A as known malware; sample B will be blocked as an unknown binary while the file is
analyzed by WildFire for a final verdict. 

B. Hash Control already knows sample A locally in the endpoint cache and will block it. Sample B will not be blocked by
WildFire, but will be blocked by the local analysis engine. 

C. WildFire will block sample A as known malware, and sample B will compromise the endpoint because it is new and
ESM Server has not obtained the required signatures. 

D. WildFire will block sample A as known malware; sample B will not be blocked by WildFire, but will be evaluated by
the local analysis engine and will or will not be blocked, based on its verdict, until WildFire analysis determines the final
verdict. 

Correct Answer: D 

 

QUESTION 3

An administrator receives a number of email alerts indicating WildFire has prevented a malicious activity. All the
prevention events refer to launching an Install Wizard that has received a benign verdict from WildFire. All prevention
events are reported on a subset of endpoints, that have recently been migrated Mom another Traps deployment. Which
two troubleshooting actions are relevant to this investigation? (Choose two.) 

A. Check that the servers xml file has been cleared on the migrated endpoints. 

B. Check that the ClientInfoHash tag has been cleared on the migrated endpoints. 

C. Check that the actions xml file has not been cleared on the migrated endpoints. 
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D. Check that the WildFire cache has been cleared on the migrated endpoints. 

Correct Answer: AD 

 

QUESTION 4

From the ESM console, which two ways can an administrator verify that their installed macOS agents are functional?
(Choose two.) 

A. Click the Settings Tab > Agent > Installation Package to view the agents installed. 

B. Click the Dashboard Tab, and refer to the Computer Distribution and Version window 

C. Click the Monitor Tab > Agent > Health. Sort by OS and look for the macOS endpoints 

D. Click the Monitor Tab > Data Retrieval 

Correct Answer: AC 

 

QUESTION 5

Assume a Child Process Protection rule exists for powershell.exe in Traps v 4.0. Among the items on the blacklist is
ipconfig.exe. How can an administrator permit powershell.exe to execute ipconfig.exe without altering the rest of the
blacklist? 

A. add ipconfig.exe to the Global Child Processes Whitelist, under Restriction settings. 

B. Uninstall and reinstall the traps agent. 

C. Create a second Child Process Protection rule for powershell.exe to whitelist ipconfig.exe. 

D. Remove ipconfig.exe from the rule\\'s blacklist. 

Correct Answer: A 
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