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QUESTION 1

Which design objective could be satisfied by vsys functionality?

A. Separation of routing tables used by different departments in company

B. Provide same-device high availability functionality for different departments in a company
C. Administrative separation of firewall policies used by different departments in company
D. Allocate firewall hardware resources to different departments in a company

Correct Answer: C

QUESTION 2
How does SSL Forward Proxy decryption work?
A. SSL Forward Proxy decryption policy decrypts and inspects SSL/TLS traffic from internal users to the web.

B. The SSL Forward Proxy Firewall creates a certificate intended for the client that is intercepted and altered by the
firewall.

C. If the server\\'s certificate is signed by a CA that the firewall does not trust, the firewall will use the certificate only on
Forward Trust.

D. The firewall resides between the internal client and internal server to intercept traffic between the two.

Correct Answer: A

QUESTION 3

Which certificate can be used to ensure that traffic coming from a specific server remains encrypted?
A. Forward entrust

B. SSL exclude certificate

C. Forward trust

D. SSL inbound inspection

Correct Answer: B

Explanation: https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface-help/device/ device-
certificatemanagement-ssl-decryption-exclusion
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QUESTION 4

Which three signature-based Threat Prevention features of the firewall are informed by intelligence from the Threat
Intelligence Cloud? (Choose three.)

A. Vulnerability protection
B. Anti-Spyware

C. Anti-Virus

D. Botnet detection

E. App-ID protection

Correct Answer: ABE

QUESTION 5

A customer is targeted by a true zero-day, targeted attack. However, the customer is protected by the Palo Alto
Networks security platform. The attack leverages a previously unknown vulnerability in IE but utilizes existing hacking
techniques on the endpoint. It is transported over standard HTTP traffic and conforms to the HTML standards. It then
attempts to download from a website, compromised specifically for this attack, a custom piece of malware to run on the
endpoints.

Which element of the platform will stop this attack?

A. App-ID

B. PAN-DB

C. Traps

D. WildFire

Correct Answer: D
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