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QUESTION 1

Which component of the secure access service edge (SASE) solution provides complete session protection, regardless
of whether a user is on or off the corporate network? 

A. Zero Trust 

B. threat prevention 

C. single-pass architecture (SPA) 

D. DNS Security 

Correct Answer: A 

 

QUESTION 2

In an SD-WAN deployment, what allows customers to modify resources in an automated fashion instead of logging on
to a central controller or using command-line interface (CLI) to manage all their configurations? 

A. dynamic user group (DUG) 

B. DNS server 

C. application programming interface (API) 

D. WildFire 

Correct Answer: A 

 

QUESTION 3

In which step of the Five-Step Methodology for implementing the Zero Trust model are the services most valuable to the
company defined? 

A. Step 2: Map the transaction flows 

B. Step 4: Create the Zero Trust policy 

C. Step 5: Monitor and maintain the network 

D. Step 1: Define the protect surface 

Correct Answer: D 

 

QUESTION 4

What is an advantage of next-generation SD-WAN over legacy SD-WAN solutions? 
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A. It enables definition of the privileges and responsibilities of administrative users in a network. 

B. It allows configuration to forward logs to external logging destinations, such as syslog servers. 

C. It steers traffic and defines networking and security policies from an application-centric perspective, rather than a
packet-based approach. 

D. It provides the ability to push common configurations, configuration updates, and software upgrades to all or a subset
of the managed appliances. 

Correct Answer: C 

 

QUESTION 5

How can a network engineer export all flow logs and security actions to a security information and event management
(SIEM) system? 

A. Enable syslog on the Instant-On Network (ION) device. 

B. Use a zone-based firewall to export directly through application program interface (API) to the SIEM. 

C. Enable Simple Network Management Protocol (SNMP) on the Instant-On Network (ION) device. 

D. Use the centralized flow data-export tool built into the controller. 

Correct Answer: A 
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