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QUESTION 1

Implementation of which PAN-OS feature improves visibility and prevention of malware? 

A. Anti-Spyware profiles 

B. Data Filtering profiles 

C. Decryption profiles 

D. Antivirus profiles 

Correct Answer: A 

 

QUESTION 2

A firewall enabled as a decryption broker will take which of the following actions? 

A. forward clear text traffic to security chains for additional enforcement 

B. monitor the state of active connections to determine which network packets to allow through 

C. correlate a series of related threat events that indicate a likely compromised host on the network 

D. identify potential denial-of-service (DoS) attacks and take protective action 

Correct Answer: C 

 

QUESTION 3

Which of the following statements applies to enabling App-ID on a Next-Generation Firewall (NGFW)? 

A. No additional purchase is required, but App-ID must be enabled for the customer to use it. 

B. An App-ID subscription must be purchased and enabled. 

C. No configuration is required, because App-ID is always enabled by default. 

D. A Threat Protection license must be purchased and enabled. 

Correct Answer: C 

 

QUESTION 4

Which Next-Generation Firewall (NGFW) deployment model allows an organization to monitor trafficduring evaluations
without interruption to network traffic? 

A. Layer 2 
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B. TAP mode 

C. virtual wire 

D. Layer 3 

Correct Answer: B 

 

QUESTION 5

What is a technical benefit of User-ID in relation to policy control? 

A. It matches traffic against policy to check whether it is allowed on the network. 

B. It allows all users to designate view-only access to itinerant personnel. 

C. It improves safe enablement of applications traversing the network. 

D. It encrypts all private keys and passwords in the configuration. 

Correct Answer: B 
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