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QUESTION 1

The need for a file proxy solution, virus and spyware scanner, a vulnerability scanner, and HTTP decoder for URL
filtering is handled by which component in the NGFW? 

A. First Packet Processor 

B. Stream-based Signature Engine 

C. SIA (Scan It All) Processing Engine 

D. Security Processing Engine 

Correct Answer: B 

Reference: https://media.paloaltonetworks.com/documents/Single_Pass_Parallel_Processing_Architec ture.pdfn (page
6) 

 

QUESTION 2

Which statement is true about Deviating Devices and metrics? 

A. A metric health baseline is determined by averaging the health performance for a given metric over seven days plus
the standard deviation 

B. Deviating Device Tab is only available with a SD-WAN Subscription 

C. An Administrator can set the metric health baseline along with a valid standard deviation 

D. Deviating Device Tab is only available for hardware-based firewalls 

Correct Answer: A 

Reference: https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-web-interface-help/panorama-web-interface/panorama-
managed-devices-summary/panorama-managed-devices-health.html 

 

QUESTION 3

A customer requires an analytics tool with the following attributes: 

1. 

Uses the logs on the firewall to detect actionable events on the network 

2. 

Automatically processes a series of related threat events that, when combines, indicate a likely comprised host on the
network 

3. 
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Pinpoints the area of risk and allows for assessment of the risk to action can be taken to prevent exploitation of network
resources 

Which feature of PAN-OS will address these requirements? 

A. WildFire with application program interface (API) calls for automation 

B. Third-party security information and event management (SIEM) which can ingest next-generation firewall (NGFW)
logs 

C. Automated correlation engine (ACE) 

D. Cortex XDR and Cortex Data Lake 

Correct Answer: C 

 

 

QUESTION 4

When the Cortex Data Lake is sized for Prisma Access mobile users, what is a valid log size range you would use per
day. per user? 

A. 1500 to 2500 bytes 

B. 10MB to 30 MB 

C. 1MB to 5 MB 

D. 100MB to 200 MB 

Correct Answer: D 

 

QUESTION 5

What are two core values of the Palo Alto Network Security Operating Platform? (Choose two.} 

A. prevention of cyber attacks 

B. safe enablement of all applications 

C. threat remediation 

D. defense against threats with static security solution 

Correct Answer: AC 
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