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QUESTION 1

Why are containers uniquely suitable for whitelist-based runtime security?

A. Developers typically define the processes used in their containers within the Dockerfile
B. Docker has a built-in runtime analysis capability to aid in whitelisting.

C. Containers typically have only a few defined processes that should ever be executed.
D. Operations teams typically know what processes are used within a container

Correct Answer: A

QUESTION 2
What are the differences between Prisma Cloud Enterprise and Prisma Cloud Compute?
A. The only difference is in the architecture - where the Console is hosted.

B. Prisma Cloud Compute offers lowered runtime defensive capabilities because there is no PANW cloud hosted
component.

C. Prisma Cloud Enterprise does not offer workload protection.
D. Only Prisma Cloud Compute offers API based cloud protection.

Correct Answer: C

QUESTION 3

Which configuration is requiredto share NSX security groups as tags to be used by Dynamic Address Groups in a non-
NSX firewall?

A. notify device groups within VMware Services Manager
B. a User-ID agent on a Windows domain server

C. VMware Information Sources

D. none, sharing happens by default

Correct Answer: B

QUESTION 4

How does the Palo Alto Networks NGFW integrate with Arista Networks Macro-Segmentation Service?
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A. Arista supports all hardware models of the Palo Alto Networks NGFW natively.

B. Arista allows standalone non-HA firewalls to be attached to a service leaf switch. You must configure an Elastic Load
Balancer to obtain fault tolerance.

C. Arista CloudVision obtains relevant rules from Panorama through API and programs the Arista switches to steer
intercepted east-west traffic to the Palo Alto Networks NGFW.

D. Arista owns the Security policy. It can extend the concept of fine-grained intra-hypervisor security for VMs by
enabling dynamic insertion of services for virtualized devices such as firewalls.

Correct Answer: D

QUESTION 5

In which two ways can micro-segmentation save money for the enterprise? (Choose two)

A. fewer capital expenses because fewer physical servers need to be bought

B. fewer operating expenses because a smaller data center is operated

C. fewer operating expenses because less public cloud capacity needs to be rented

D. fewer capital expenses because the same number of physical servers can be kept in a smaller space

Correct Answer: AC
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