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QUESTION 1

Whichthree deployment modes of VM-Series firewalls are supported across NSX-T? (Choose three)
A. Partner Service

B. Boot Strap

C. Prism Central

D. Tier-1 insertion

E. Tier-0 insertion

Correct Answer: ADE

https://docs.paloaltonetworks.com/vm-series/9-0/vm-series-deployment/set-up-the-vm-series-firewall-onnsx/set-up-the-
vm-series-firewall-on-nsx-t/supported-deployments-of-the-vm-series-firewall-on-vmwarensx-t.html

Tier O Insertion

Tier 1 Tier 1

..........

Tier 1 Insertion =

el ESerIes.

SEENEEE

VMware ESXi VMware ESXi

You can deploy one or more instances of the VM-Series firewall as a partner service in your VMware NSXT Data
Center. Attach a VM-Series firewall to any tier-0 or tier-1 logical router to protect north-south traffic. You can deploy the
VM-Series firewall as standalone service instance or two firewalls in a high-availability (HA) pair. Panorama manages
the connection with NSX-T Manager and the VM-Series firewalls deployed in your NSX-T software-defined datacenter.
Tier-0 Insertion--Tier-0 insertion deploys a VM-Series firewall to a tier-0 logical router, which processes traffic between
logical and physical networks. When you deploy the VM-Series firewall with tier-0 insertion, NSX-T Manager uses the
deployment information you configured on Panorama to attach a firewall to a tier-0 logical router in virtual wire mode.
Tier-1 Insertion--Tier-1 insertion deploys a VM-Series firewall to a tier-1 logical router, which provides downlink
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connections to segments and uplink connection to tier-0 logical routers. NSX-T Manager attaches VM-Series firewalls
deployed with tier-1 insertions to a tier-1 logical router in virtual wire mode. After deploying the firewall, you configure

traffic redirection rules that send traffic to the VM-Series firewall when crossing a tier-0 or tier-1 router. Security policy
rules that you configure on Panorama are pushed to managed VM-Series firewalls and then applied to traffic passing

through the firewall.

QUESTION 2

Which two options describe use cases of internal and external tags in Panorama? (Choose two)
A. device group membership

B. template membership

C. Dynamic Address Group membership

D. rule grouping

Correct Answer: AC

QUESTION 3

A single VM runs a web server and a DNS server A separate VM needs to access the DNS server, but is
not allowed to access the web server.

What network control functionality is necessary to enforce this security posture?

A. can use a Palo Alto Networks NGFW for this requirement, but not a port filter firewall.

B. can use either a Palo Alto Networks NGFW or a port filler firewall for this requirement.

C. can use a port filter firewall for this requirement but not the Palo Alto Networks NGFW.

D. can use a specialized VM with advanced threat protection for this requirement

Correct Answer: C

QUESTION 4

Which features are included in the less-expensive license bundle meant for NSX?

A. capacity license, premium support, a threat prevention subscription. and GlobalProtect
B. capacity license and premium support

C. capacity license, premium support and a threat prevention subscription
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D. capacity license and a threat prevention subscription
Correct Answer: B

https://docs.paloaltonetworks.com/vm-series/8-1/vm-series-deployment/license-the-vm-series-firewall/ license-typesvm-
series-firewalls

QUESTION 5

What are two ways to size a VM-Series firewall deployment to secure a VMware ESXi environment? (Choose two)
A. one per virtual network

B. one per vCenter server

C. one per SaaS application in use

D. one per ESXi host

Correct Answer: AC
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