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QUESTION 1

Two users need to send each other emails over unsecured channels. The system should support the principle of non-
repudiation. Which of the following should be used to sign the user\\'s certificates? 

A. RA 

B. CA 

C. CRL 

D. CSR 

Correct Answer: B 

 

QUESTION 2

A security analyst is reviewing the following packet capture of an attack directed at a company\\'s server located in the
DMZ: 

Which of the following ACLs provides the BEST protection against the above attack and any further attacks from the
same IP, while minimizing service interruption? 

A. DENY TCO From ANY to 172.31.64.4 

B. Deny UDP from 192.168.1.0/24 to 172.31.67.0/24 

C. Deny IP from 192.168.1.10/32 to 0.0.0.0/0 

D. Deny TCP from 192.168.1.10 to 172.31.67.4 

Correct Answer: C 

 

QUESTION 3

A technician is configuring a wireless guest network. After applying the most recent changes the technician finds the
new devices can no longer find the wireless network by name but existing devices are still able to use the wireless
network. Which of the following security measures did the technician MOST likely implement to cause this Scenario? 

A. Deactivation of SSID broadcast 

B. Reduction of WAP signal output power 
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C. Activation of 802.1X with RADIUS 

D. Implementation of MAC filtering 

E. Beacon interval was decreased 

Correct Answer: A 

 

QUESTION 4

A database backup schedule consists of weekly full backups performed on Saturday at 12:00 a.m. and daily differential
backups also performed at 12:00 a.m. If the database is restored on Tuesday afternoon, which of the following is the
number of individual backups that would need to be applied to complete the database recovery? 

A. 1 

B. 2 

C. 3 

D. 4 

Correct Answer: B 

 

QUESTION 5

After a routine audit, a company discovers that engineering documents have been leaving the network on a particular
port. The company must allow outbound traffic on this port, as it has a legitimate business use. Blocking the port would
cause an outage. Which of the following technology controls should the company implement? 

A. NAC 

B. Web proxy 

C. DLP u 

D. ACL 

Correct Answer: C 
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