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QUESTION 1

An organization finds that most help desk calls are regarding account lockout due to a variety of applications running on
different systems. Management is looking for a solution to reduce the number of account lockouts while improving
security. Which of the following is the BEST solution for this organization?

A. Create multiple application accounts for each user.

B. Provide secure tokens.

C. Implement SSO.

D. Utilize role-based access control.

Correct Answer: C

QUESTION 2

A technician is configuring a wireless guest network. After applying the most recent changes the technician finds the
new devices can no longer find the wireless network by name but existing devices are still able to use the wireless
network. Which of the following security measures did the technician MOST likely implement to cause this Scenario?
A. Deactivation of SSID broadcast

B. Reduction of WAP signal output power

C. Activation of 802.1X with RADIUS

D. Implementation of MAC filtering

E. Beacon interval was decreased

Correct Answer: A

QUESTION 3

During an application design, the development team specifics a LDAP module for single sign-on communication with the
company\\'s access control database. This is an example of which of the following?

A. Application control
B. Data in-transit

C. Identification

D. Authentication

Correct Answer: D
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QUESTION 4

Which of the following types of attacks precedes the installation of a rootkit on a server?
A. Pharming

B. DDoS

C. Privilege escalation

D. DoS

Correct Answer: C

QUESTION 5

A security team wants to establish an Incident Response plan. The team has never experienced an incident. Which of
the following would BEST help them establish plans and procedures?

A. Table top exercises

B. Lessons learned

C. Escalation procedures
D. Recovery procedures

Correct Answer: A
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