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QUESTION 1

A system administrator wants to provide for and enforce wireless access accountability during events where external
speakers are invited to make presentations to a mixed audience of employees and non-employees. Which of the
following should the administrator implement?

A. Shared accounts

B. Preshared passwords

C. Least privilege

D. Sponsored guest

Correct Answer: D

QUESTION 2

A system administrator wants to provide balance between the security of a wireless network and usability. The
administrator is concerned with wireless encryption compatibility of older devices used by some employees. Which of
the following would provide strong security and backward compatibility when accessing the wireless network?

A. Open wireless network and SSL VPN

B. WPA using a preshared key

C. WPAZ2 using a RADIUS back-end for 802.1x authentication

D. WEP with a 40-bit key

Correct Answer: C

QUESTION 3

Which of the following types of keys is found in a key escrow?
A. Public

B. Private

C. Shared

D. Session

Correct Answer: B

https://www.professormesser.com/security-plus/sy0-401/key-escrow-3/

QUESTION 4
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A security administrator discovers that an attack has been completed against a node on the corporate network. All
available logs were collected and stored.

You must review all network logs to discover the scope of the attack, check the box of the node(s) that have been
compromised and drag and drop the appropriate actions to complete the incident response on the network. The
environment is

a critical production environment; perform the LEAST disruptive actions on the network, while still performing the
appropriate incident responses.

Instructions: The web server, database server, IDS, and User PC are clickable. Check the box of the node(s) that have
been compromised and drag and drop the appropriate actions to complete the incident response on the network. Not all

actions may be used, and order is not important. If at anytime you would like to bring back the initial state of the
simulation, please select the Reset button. When you have completed the simulation, please select the Done button to
submit.

= Forensics Diagram

Instructions: If at any time you would like to bring back the initial state of the simulation, please select the
Reset button. When you have completed the simulation, please select the Done button to submit.
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Once the simulation is submitted, please select the Next button to continue.
Correct Answer:
Database server was attacked; actions should be to capture network traffic and Chain of Custody.

(The database server logs shows the Audit Failure and Audit Success attempts)lt is only logical that all the logs will be
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stored on the database server and the least disruption action on the network to take as a response to the incident would

be

to check the logs (since these are already collected and stored) and maintain a chain of custody of those logs.

L

Instructions: If at any time you would like to bring back the initial state of the simulation, please select the
Reset button. When you have completed the simulation, please select the Done button to submit.
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£% Actions

Possible Actions: Actions Performed:

Capture Network Traffic |Capture Network Traffic

Chain Of Custody |Chain Of Custody

Format |

Hash

Image

System Restore

|
|
Record Time Offset I
|

IDS Server Log:
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2.006303

4 009585
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79113
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IDS Packet Capture

Source

Cisco_87:85:04

Cisco 87:8504

172311461232

172531.146.1231

123123123.123

10.10.10.10

123123123123

10.10.10.10

123123123123 10101010
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Destination

Spanning-tree-(for-bridges) 00 STP

Spanning-free-{for-bridges) 00 STP
172.31.146.123.1 ICMP
12311461232 ICMP
10.10.10.10 HTTP
123.123.123.123 HTTP
10.10.10.10 HTTP
123.123.123.123 HTTP
HTTP

Protocol  Length

60

60

118

18

260

260

[T

Info

Conf. Root = 32768/100/00:1c:0e:87
778:00 Cost=4 Port= 0x8004

Conf. Root=32768/10000:1c.0e:8778:00
Cost=4 Port=0x8004

Echo (ping) request id=0x0001, seq=
1/256, tti=255

Echo (ping) reply  id=0x0001, seq=
1/256, =255

GET /cgi-binfnewcount?command=Is
HTTP/.1

HTTP/1.1200 OK (text/htmi)

GET /cgi-bin/newcount?command=
whoami HTTR/1.1
HTTR/1.1200 OK (text/htmi)

GET fogHbininewcount?command=isY

I I0 Nt fAroneobrenornll® e LITTOA 4 E
r

Web Server Log: Database Server Log:
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"FAST-WebCrawler/2_1-pre2 (ashen@company.net)"

123.123.123.123 - - [26/Apr/2010:00:22:49 -0400] "GET /pics/5star2000.gif HTTP/1.0" 200 4005
"http:/iwww.comptia.com/asctorti/" "Mozilla/4.05 (Macintosh; I; PPC)"

fcrawler. company.com - - [26/Apr/2010:00:22:50 -0400] "GET /news/news.html HTTP/1.0" 200 16716 "-"
"FAST-WebCrawler/2.1-pre2 (ashen@company.net)"

123.123.123.123 - - [26/Apr/2010:00:22:50 -0400] "GET /pics/5star.gif HTTP/1.0" 200 1031
"hitp://www_comptia com/asctortff” "Mozilla/4.05 (Macintosh; I, PPC)"

||

123.123.123.123 - - [26/Apr/2010:00:22:51 -0400] "GET /pics/aZhlogo.jpg HTTP/1.0" 200 4282
“hitp://imww.comptia.com/asctortf/” "Mozilla/4.05 (Macintosh; |, PPC)"

123.123.123.123 - - [26/Apr/2010:00:22:51 -0400] "GET /cgi-bin/newcount?command=null&jafsof3&width=4&font=
digital&noshow HTTP/1.0" 200 36 "hitp://www comptia.com/asctortf™ "Mozilla/4.05 (Macintosh; I, PPC)"

ppp931.on.company.com - - [26/Apr/2010:00:22:52 -0400] "GET /download/windows/asctab31.zip HTTP/1.0" 200 1540096
“hitp://www_company com/downloads/ireeware/webdevelopment/15. html" "Mozilla/4.7 [en]C-SYMPA (Wing5; U)"

123.123.123.123 - - [26/Apr/2010:00:22:53 -0400] "GET /cgi-bin/newcount?command=Is HTTP/1.0" 200 36
"hitp:/iwww_comptia.com/asctortfi” "Mozilla/4.05 (Macintosh; I, PPC)"

123.123.123.123 - - [26/Aprf2010:00:22:58 -0400] "GET /cgi-bin/newcount?command=whoami HTTP/1.0" 200 36
"hitp-/iwww_comptia.com/asctortfi” "Mozilla/4.05 (Macintosh; I, PPC)"

151.44.15.252 - - [26/Apr/2010:00:22:58 -0400] "GET /cgi-binfforum/commentary pl/noframes/read/209 HTTP/1.1" 200
6863 "http:/fsearch virgilio. it/search/cgi/search.cgi" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1, Hotbar 4 4 7.0)"

123.123.123.123 - - [26/Apr/2010:00:22:58 -0400] "GET /cgi-bin/newcount?command=Is%20-1%20/dataffinance/payrolll -

4 Tl b

o Actiohespsesesa

viapeiawh e s (sl trar bl et et b4 s hinmsT Al AR ) A Anranh R =
k|
151.44 15252 - - [26/Apr/2010:00:22:58 -0400] "GET /cgi-bin‘forum/commentary pl/noframes/read/209 HTTP/1.1" 200

6863 "hitp://search.virgilio.it/search/cgi/search.cgi" "Mozilla/4 D (compatible; MSIE 6.0; Windows NT 5.1; Hotbar 4.4 7.0)"

123.123.123.123 -- [26/Apr/2010:00:22:58 -0400] "GET /cgi-binfnewcount?command=Is%20-1%20/data/finance/payroll/
*¥ls HTTMY/1.0" 200 26 "hitp/'www_comptia_com/asctortf™ "Mozilla/4 .05 (Macintosh; I; PPPC)"

123.123.123.123 -- [26/Apr/2010:00:23.00 -0400] "GET /cgi-binfnewcount?command=scp%20/data/finance/payroll/
gH-Nov2010 xIs%20reol@123.123.123.123; HTTP/1.0" 200 36 "hitp;Mmww comptia com/asclorti™ "Mozilla/d 05 (Macdintosh; I, PPC)"

213.60.233.243 - - [25/May/2010:00:17:09 +1200] "GET /intemet/index.ntml HTTP/1.1" 200 6792
"hitp/hwww company.comivideo/streaming/hittp himl" "Mozilia/s.0 (X11; U; Linux i6B6; es-ES; v:1.6) Gecko20040413 Debian/1.6-5"

151.44.15.252 - - [25/May/2010:00:17:21 +1200] "GET Jjs/master.js HTTP/1.1" 200 2263 "htip.//www.company.com/
cgi-binfforum/commentary_pl/noframes/read/209" "Mozilla/4 0 (compatible; MSIE 6.0; Windows NT 5.1; Hotbar 4.4 7.0)"

151.44.15.252 - - [25/May/2010:00:17:21 +1200] "GET /css/master.css HTTP/1.1" 200 6123 "http://www.company.com/
cgi-binfforum/commentary_pl/noframes/read/209" "Mozilla/4 0 (compatible; MSIE 6.0; Windows NT 5.1; Hotbar 4. 4 7 .0)"

151.44.15.252 - - [26Mayr2010:00:17221 +1200] "GET images/navigationmome1.gf HTTP/1.1" 200 2735 "hitp/Awvwiv.company.com
fegi-bin/forumicommentary plinoframes/read/209" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; Hotbar 4.4 7 0)"

151.44.15.252 - - 25May/2010:00:17-21 +1200] "GET /dala/zookeeperico-100.gif HTTP/1.1" 200 196 "hitp //www.company.com/
cyiFbindorurmcommenlary phinolramesiead 209" “Mowliaid 0 (compalible, MSIE 6.0, Windows NT 5.1, Holter 4.4 7.0)"

151.44.15.252 - - 25May/2010:00:17:22 +1200] "GET /adsense-altemate htmi HTTP/1.1" 200 887 "hitp-/Avww.company.com/
cgHbinforum/commentary. pinoframesiread 209" "Mozilla.0 (compatible; MSIE 6.0, Windows NT 5.1; Hotbar 4.4.7.0)"

151.44.15.252 - - [25May/2010:00:17-39 +1200] "GET /data/zookeeper/status.himl HTTP/1.1" 200 4195 "hitp:/Avww company.com/
cgi-binflorum/comm

|4 [l
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Database Server Log

Audit Failure 2012/4/16 11233 Microsoft Windows security auditing. 4625 Logon

Audit Success  2012/4/16 11:35 Microsoft Windows security auditing. 4672  Special Logon
| Audit Success  2012/4/16 11:35 Microsoft Windows security auditing. 4624  Logon
Audit Success  2012/4/16 11:35 Microsoft Windows security auditing. 4624  Logon
Audit Success  2012/4/16 11:35 Microsoft Windows security auditing. 4648  Logon
Audit Success  2012/4/16 11:35 Microsoft Windows security auditing. 4673  Sensitive Privilege Use
Audit Failure 2012/4116 11:35 Microsoft Windows security auditing. 4673  Sensitive Privilege Use

‘ Audit Success 2012/4/16 11:35 Microsoft Windows security auditing. 4624 Logon

Audit Success 2012/4/16 11:35 Microsoft Windows security auditing. 4672 Special Logon

Users PC Log:
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User PC Log

WORKSTATION A

IP ADDRESS: 172.30.0.10
i NETMASK: 255.255 2550
‘ GATEWAY 172.30.0.1
1
|
|
|
QUESTION 5

A technician needs to implement a system which will properly authenticate users by their username and password only
when the users are logging in from a computer in the office building. Any attempt to authenticate from a location other
than the office building should be rejected. Which of the following MUST the technician implement?

A. Dual factor authentication

B. Transitive authentication

C. Single factor authentication

D. Biometric authentication

Correct Answer: B
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