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QUESTION 1

A system administrator wants to provide for and enforce wireless access accountability during events where external
speakers are invited to make presentations to a mixed audience of employees and non-employees. Which of the
following should the administrator implement? 

A. Shared accounts 

B. Preshared passwords 

C. Least privilege 

D. Sponsored guest 

Correct Answer: D 

 

QUESTION 2

A system administrator wants to provide balance between the security of a wireless network and usability. The
administrator is concerned with wireless encryption compatibility of older devices used by some employees. Which of
the following would provide strong security and backward compatibility when accessing the wireless network? 

A. Open wireless network and SSL VPN 

B. WPA using a preshared key 

C. WPA2 using a RADIUS back-end for 802.1x authentication 

D. WEP with a 40-bit key 

Correct Answer: C 

 

QUESTION 3

Which of the following types of keys is found in a key escrow? 

A. Public 

B. Private 

C. Shared 

D. Session 

Correct Answer: B 

https://www.professormesser.com/security-plus/sy0-401/key-escrow-3/ 

 

QUESTION 4
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A security administrator discovers that an attack has been completed against a node on the corporate network. All
available logs were collected and stored. 

You must review all network logs to discover the scope of the attack, check the box of the node(s) that have been
compromised and drag and drop the appropriate actions to complete the incident response on the network. The
environment is 

a critical production environment; perform the LEAST disruptive actions on the network, while still performing the
appropriate incident responses. 

Instructions: The web server, database server, IDS, and User PC are clickable. Check the box of the node(s) that have
been compromised and drag and drop the appropriate actions to complete the incident response on the network. Not all 

actions may be used, and order is not important. If at anytime you would like to bring back the initial state of the
simulation, please select the Reset button. When you have completed the simulation, please select the Done button to
submit. 

Once the simulation is submitted, please select the Next button to continue. 

Correct Answer: 

Database server was attacked; actions should be to capture network traffic and Chain of Custody. 

(The database server logs shows the Audit Failure and Audit Success attempts)It is only logical that all the logs will be
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stored on the database server and the least disruption action on the network to take as a response to the incident would
be 

to check the logs (since these are already collected and stored) and maintain a chain of custody of those logs. 
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IDS Server Log: 
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Web Server Log: Database Server Log: 
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Users PC Log: 
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QUESTION 5

A technician needs to implement a system which will properly authenticate users by their username and password only
when the users are logging in from a computer in the office building. Any attempt to authenticate from a location other
than the office building should be rejected. Which of the following MUST the technician implement? 

A. Dual factor authentication 

B. Transitive authentication 

C. Single factor authentication 

D. Biometric authentication 

Correct Answer: B 
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