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QUESTION 1

Which of the following can be provided to an AAA system for the identification phase? 

A. Username 

B. Permissions 

C. One-time token 

D. Private certificate 

Correct Answer: A 

 

QUESTION 2

A global gaming console manufacturer is launching a new gaming platform to its customers. Which of the following
controls reduces the risk created by malicious gaming customers attempting to circumvent control by way of modifying
consoles? 

A. Firmware version control 

B. Manual software upgrades 

C. Vulnerability scanning 

D. Automatic updates 

E. Network segmentation 

F. Application firewalls 

Correct Answer: AD 

 

QUESTION 3

Despite having implemented password policies, users continue to set the same weak passwords and reuse old
passwords. Which of the following technical controls would help prevent these policy violations? (Select two.) 

A. Password expiration 

B. Password length 

C. Password complexity 

D. Password history 

E. Password lockout 

Correct Answer: CD 
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QUESTION 4

The security administrator receives an email on a non-company account from a coworker stating that some reports are
not exporting correctly. Attached to the email was an example report file with several customers\\' names and credit card
numbers with the PIN. Which of the following is the BEST technical controls that will help mitigate this risk of disclosing
sensitive data? 

A. Configure the mail server to require TLS connections for every email to ensure all transport data is encrypted 

B. Create a user training program to identify the correct use of email and perform regular audits to ensure compliance 

C. Implement a DLP solution on the email gateway to scan email and remove sensitive data or files 

D. Classify all data according to its sensitivity and inform the users of data that is prohibited to share 

Correct Answer: C 

 

QUESTION 5

A security analyst accesses corporate web pages and inputs random data in the forms. The response received includes
the type of database used and SQL commands that the database accepts. Which of the following should the security
analyst use to prevent this vulnerability? 

A. Application fuzzing 

B. Error handling 

C. Input validation 

D. Pointer dereference 

Correct Answer: C 
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