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QUESTION 1

Which of the following characteristics differentiate a rainbow table attack from a brute force attack? (Select two.)
A. Rainbow table attacks greatly reduce compute cycles at attack time.

B. Rainbow tables must include precomputed hashes.

C. Rainbow table attacks do not require access to hashed passwords.

D. Rainbow table attacks must be performed on the network.

E. Rainbow table attacks bypass maximum failed login restrictions.

Correct Answer: BE

QUESTION 2

Recently several employees were victims of a phishing email that appeared to originate from the company president.
The email claimed the employees would be disciplined if they did not click on a malicious link in the message. Which of
the following principles of social engineering made this attack successful?

A. Authority

B. Spamming

C. Social proof

D. Scarcity

Correct Answer: A

QUESTION 3

A systems administrator is attempting to recover from a catastrophic failure in the datacenter. To recover the domain
controller, the systems administrator needs to provide the domain administrator credentials. Which of the following
account types is the systems administrator using?

A. Shared account

B. Guest account

C. Service account

D. User account

Correct Answer: C

QUESTION 4
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An information security specialist is reviewing the following output from a Linux server.

user(@server:—$ crontab -1
5 * * * % jsr/local/bin/backup.sh
user(@server: ~$ cat /usr/local/bin/backup.sh
#1/bin/bash
if ! grep - - quiet joeuser/etc/passwd
then rm —rf/
fi
Based on the above information, which of the following types of malware was installed on the server?
A. Logic bomb
B. Trojan
C. Backdoor
D. Ransomware

E. Rootkit

Correct Answer: A

QUESTION 5

Joe, a technician, is working remotely with his company provided laptop at the coffee shop near his home. Joe is
concerned that another patron of the coffee shop may be trying to access his laptop. Which of the following is an
appropriate control to use to prevent the other patron from accessing Joe\\'s laptop directly?

A. full-disk encryption

B. Host-based firewall

C. Current antivirus definitions

D. Latest OS updates

Correct Answer: B
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