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QUESTION 1

A system administrator is configuring a site-to-site VPN tunnel. Which of the following should be configured on the VPN
concentrator during the IKE phase? 

A. RIPEMD 

B. ECDHE 

C. Diffie-Hellman 

D. HTTPS 

Correct Answer: C 

 

QUESTION 2

An employee receives an email, which appears to be from the Chief Executive Officer (CEO), asking for a report of
security credentials for all users. Which of the following types of attack is MOST likely occurring? 

A. Policy violation 

B. Social engineering 

C. Whaling 

D. Spear phishing 

Correct Answer: D 

 

QUESTION 3

An attacker wearing a building maintenance uniform approached a company\\'s receptionist asking for access to a
secure area. The receptionist asks for identification, a building access badge and checks the company\\'s list approved
maintenance personnel prior to granting physical access to the secure are. 

The controls used by the receptionist are in place to prevent which of the following types of attacks? 

A. Tailgating 

B. Shoulder surfing 

C. Impersonation 

D. Hoax 

Correct Answer: C 

 

QUESTION 4
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A company was recently audited by a third party. The audit revealed the company\\'s network devices were transferring
files in the clear. Which of the following protocols should the company use to transfer files? 

A. HTTPS 

B. LDAPS 

C. SCP 

D. SNMPv3 

Correct Answer: C 

 

QUESTION 5

An attacker compromises a public CA and issues unauthorized X.509 certificates for Company.com. In the future,
Company.com wants to mitigate the impact of similar incidents. Which of the following would assist Company.com with
its goal? 

A. Certificate pinning 

B. Certificate stapling 

C. Certificate chaining 

D. Certificate with extended validation 

Correct Answer: A 
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