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QUESTION 1

Joe, a technician, is working remotely with his company provided laptop at the coffee shop near his home. Joe is
concerned that another patron of the coffee shop may be trying to access his laptop. Which of the following is an
appropriate control to use to prevent the other patron from accessing Joe\\'s laptop directly? 

A. full-disk encryption 

B. Host-based firewall 

C. Current antivirus definitions 

D. Latest OS updates 

Correct Answer: B 

 

QUESTION 2

The chief security officer (CS0) has issued a new policy that requires that all internal websites be configured for HTTPS
traffic only. The network administrator has been tasked to update all internal sites without incurring additional costs.
Which of the following is the best solution for the network administrator to secure each internal website? 

A. Use certificates signed by the company CA 

B. Use a signing certificate as a wild card certificate 

C. Use certificates signed by a public ca 

D. Use a self-signed certificate on each internal server 

Correct Answer: D 

This is a way to update all internal sites without incurring additional costs? To be a CA (Certificate Authority), you need
an infrastructure that consists of considerable operational elements, hardware, software, policy frameworks and practice
statements, auditing, security infrastructure and personnel. 

 

QUESTION 3

A security administrator needs to implement a system that detects possible intrusions based upon a vendor provided
list. Which of the following BEST describes this type of IDS? 

A. Signature based 

B. Heuristic 

C. Anomaly-based 

D. Behavior-based 

Correct Answer: A 
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QUESTION 4

A website administrator has received an alert from an application designed to check the integrity of the company\\'s
website. The alert indicated that the hash value for a particular MPEG file has changed. Upon further investigation, the
media appears to be the same as it was before the alert. Which of the following methods has MOST likely been used? 

A. Cryptography 

B. Time of check/time of use 

C. Man in the middle 

D. Covert timing 

E. Steganography 

Correct Answer: E 

 

QUESTION 5

Which of the following would meet the requirements for multifactor authentication? 

A. Username, PIN, and employee ID number 

B. Fingerprint and password 

C. Smart card and hardware token 

D. Voice recognition and retina scan 

Correct Answer: B 
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