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QUESTION 1

Which of the following can be used to control specific commands that can be executed on a network infrastructure
device? 

A. LDAP 

B. Kerberos 

C. SAML 

D. TACACS+ 

Correct Answer: D 

 

QUESTION 2

A security analyst is performing a quantitative risk analysis. The risk analysis should show the potential monetary loss
each time a threat or event occurs. Given this requirement, which of the following concepts would assist the analyst in
determining this value? (Select two.) 

A. ALE 

B. AV 

C. ARO 

D. EF 

E. ROI 

Correct Answer: BD 

 

QUESTION 3

A company has a data classification system with definitions for "Private" and public." The company\\'s security policy
outlines how data should be protected based on type. The company recently added the data type "Proprietary". Which
of the following is the MOST likely reason the company added this data type? 

A. Reduced cost 

B. More searchable data 

C. Better data classification 

D. Expanded authority of the privacy officer 

Correct Answer: C 
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QUESTION 4

A security administrator is developing training for corporate users on basic security principles for personal email
accounts. Which of the following should be mentioned as the MOST secure way for password recovery? 

A. Utilizing a single Qfor password recovery 

B. Sending a PIN to a smartphone through text message 

C. Utilizing CAPTCHA to avoid brute force attacks 

D. Use a different e-mail address to recover password 

Correct Answer: B 

 

QUESTION 5

When performing data acquisition on a workstation, which of the following should be captured based on memory
volatility? (Select two.) 

A. USB-attached hard disk 

B. Swap/pagefile 

C. Mounted network storage 

D. ROM 

E. RAM 

Correct Answer: BE 
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