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QUESTION 1

Which of the following must be taken into consideration for e-discovery purposes when a legal case is first presented to
a company? 

A. Data ownership on all files 

B. Data size on physical disks 

C. Data retention policies on only file servers 

D. Data recovery and storage 

Correct Answer: D 

 

QUESTION 2

Joe, the Chief Executive Officer (CEO), was an Information security professor and a Subject Matter Expert for over 20
years. He has designed a network defense method which he says is significantly better than prominent international
standards. He has recommended that the company use his cryptographic method. Which of the following methodologies
should be adopted? 

A. The company should develop an in-house solution and keep the algorithm a secret. 

B. The company should use the CEO\\'s encryption scheme. 

C. The company should use a mixture of both systems to meet minimum standards. 

D. The company should use the method recommended by other respected information security organizations. 

Correct Answer: D 

In this question, we have one person\\'s opinion about the best way to secure the network. His method may be more
secure than other systems. However, for consensus of opinion, it is better to use the method recommended by other
respected information security organizations. If the CEO\\'s methods were the best methods, it is likely that the other
respected information security organizations would have thought about them and would be using them. In other words,
the methods recommended by other respected information security organizations are probably the best methods.
Furthermore, if the company\\'s systems need to communicate with external systems, the systems will need to use a
`standard\\' method otherwise the external system may not be able to decipher the communications from the
company\\'s systems. 

 

QUESTION 3

A security engineer is responsible for monitoring company applications for known vulnerabilities. Which of the following
is a way to stay current on exploits and information security news? 

A. Update company policies and procedures 

B. Subscribe to security mailing lists 

C. Implement security awareness training 
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D. Ensure that the organization vulnerability management plan is up-to-date 

Correct Answer: B 

Subscribing to bug and vulnerability, security mailing lists is a good way of staying abreast and keeping up to date with
the latest in those fields. 

 

QUESTION 4

A user is suspected of engaging in potentially illegal activities. Law enforcement has requested that the user continue to
operate on the network as normal. However, they would like to have a copy of any communications from the user
involving certain key terms. Additionally, the law enforcement agency has requested that the user\\'s ongoing
communication be retained in the user\\'s account for future investigations. Which of the following will BEST meet the
goals of law enforcement? 

A. Begin a chain-of-custody on for the user\\'s communication. Next, place a legal hold on the user\\'s email account. 

B. Perform an e-discover using the applicable search terms. Next, back up the user\\'s email for a future investigation. 

C. Place a legal hold on the user\\'s email account. Next, perform e-discovery searches to collect applicable emails. 

D. Perform a back up of the user\\'s email account. Next, export the applicable emails that match the search terms. 

Correct Answer: C 

A legal hold is a process that an organization uses to maintain all forms of pertinent information when legal action is
reasonably expected. E-discovery refers to discovery in litigation or government investigations that manages the
exchange of electronically stored information (ESI). ESI includes email and office documents, photos, video, databases,
and other filetypes. 

 

QUESTION 5

The Chief Executive Officer (CEO) has asked a security project manager to provide recommendations on the breakout
of tasks for the development of a new product. The CEO thinks that by assigning areas of work appropriately the overall
security of the product will be increased, because staff will focus on their areas of expertise. Given the below groups
and tasks select the BEST list of assignments. 

Groups: Networks, Development, Project Management, Security, Systems Engineering, Testing 

Tasks: Decomposing requirements, Secure coding standards, Code stability, Functional validation, Stakeholder
engagement, Secure transport 

A. Systems Engineering: Decomposing requirements Development: Secure coding standards Testing: Code stability
Project Management: Stakeholder engagement Security: Secure transport Networks: Functional validation 

B. Systems Engineering: Decomposing requirements Development: Code stability Testing: Functional validation Project
Management: Stakeholder engagement Security: Secure coding standards Networks: Secure transport 

C. Systems Engineering: Functional validation Development: Stakeholder engagement Testing: Code stability Project
Management: Decomposing requirements Security: Secure coding standards Networks: Secure transport 

D. Systems Engineering: Decomposing requirements Development: Stakeholder engagement Testing: Code stability
Project Management: Functional validation Security: Secure coding standards Networks: Secure transport 
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Correct Answer: B 
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