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QUESTION 1

A company uses NFS to store large video files in on-premises network attached storage. Each video file ranges in size
from 1MB to 500 GB. The total storage is 70 TB and is no longer growing. The company decides to migrate the video
files to Amazon S3. The company must migrate the video files as soon as possible while using the least possible
network bandwidth. 

Which solution will meet these requirements? 

A. Create an S3 bucket Create an IAM role that has permissions to write to the S3 bucket. Use the AWS CLI to copy all
files locally to the S3 bucket. 

B. Create an AWS Snowball Edge job. Receive a Snowball Edge device on premises. Use the Snowball Edge client to
transfer data to the device. Return the device so that AWS can import the data into Amazon S3. 

C. Deploy an S3 File Gateway on premises. Create a public service endpoint to connect to the S3 File Gateway Create
an S3 bucket Create a new NFS file share on the S3 File Gateway Point the new file share to the S3 bucket. Transfer
the data from the existing NFS file share to the S3 File Gateway. 

D. Set up an AWS Direct Connect connection between the on-premises network and AWS. Deploy an S3 File Gateway
on premises. Create a public virtual interlace (VIF) to connect to the S3 File Gateway. Create an S3 bucket. Create a
new NFS file share on the S3 File Gateway. Point the new file share to the S3 bucket. Transfer the data from the
existing NFS file share to the S3 File Gateway. 

Correct Answer: B 

 

QUESTION 2

A company has a large dataset for its online advertising business stored in an Amazon RDS for MySQL DB instance in
a single Availability Zone. The company wants business reporting queries to run without impacting the write operations
to the production DB instance. 

Which solution meets these requirements? 

A. Deploy RDS read replicas to process the business reporting queries. 

B. Scale out the DB instance horizontally by placing it behind an Elastic Load Balancer 

C. Scale up the DB instance to a larger instance type to handle write operations and queries 

D. Deploy the OB distance in multiple Availability Zones to process the business reporting queries 

Correct Answer: A 

that business reporting queries can run without impacting write operations to the production DB instance. 

 

QUESTION 3

A company needs to provide customers with secure access to its data. The company processes customer data and
stores the results in an Amazon S3 bucket. 
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All the data is subject to strong regulations and security requirements. The data must be encrypted at rest. Each
customer must be able to access only their data from their AWS account. Company employees must not be able to
access the 

data. 

Which solution will meet these requirements? 

A. Provision an AWS Certificate Manager (ACM) certificate for each customer. Encrypt the data client-side. In the
private certificate policy, deny access to the certificate for all principals except an IAM role that the customer provides. 

B. Provision a separate AWS Key Management Service (AWS KMS) key for each customer. Encrypt the data server-
side. In the S3 bucket policy, deny decryption of data for all principals except an IAM role that the customer provides. 

C. Provision a separate AWS Key Management Service (AWS KMS) key for each customer. Encrypt the data server-
side. In each KMS key policy, deny decryption of data for all principals except an IAM role that the customer provides. 

D. Provision an AWS Certificate Manager (ACM) certificate for each customer. Encrypt the data client-side. In the public
certificate policy, deny access to the certificate for all principals except an IAM role that the customer provides. 

Correct Answer: C 

 

QUESTION 4

A solutions architect needs to design a highly available application consisting of web, application, and database tiers.
HTTPS content delivery should be as close to the edge as possible, with the least delivery time. 

Which solution meets these requirements and is MOST secure? 

A. Configure a public Application Load Balancer (ALB) with multiple redundant Amazon EC2 instances in public
subnets. Configure Amazon CloudFront to deliver HTTPS content using the public ALB as the origin. 

B. Configure a public Application Load Balancer with multiple redundant Amazon EC2 instances in private subnets.
Configure Amazon CloudFront to deliver HTTPS content using the EC2 instances as the origin. 

C. Configure a public Application Load Balancer (ALB) with multiple redundant Amazon EC2 instances in private
subnets. Configure Amazon CloudFront to deliver HTTPS content using the public ALB as the origin. 

D. Configure a public Application Load Balancer with multiple redundant Amazon EC2 instances in public subnets.
Configure Amazon CloudFront to deliver HTTPS content using the EC2 instances as the origin. 

Correct Answer: C 

This solution meets the requirements for a highly available application with web, application, and database tiers, as well
as providing edge-based content delivery. Additionally, it maximizes security by having the ALB in a private subnet,
which limits direct access to the web servers, while still being able to serve traffic over the Internet via the public ALB.
This will ensure that the web servers are not exposed to the public Internet, which reduces the attack surface and
provides a secure way to access the application. 

 

QUESTION 5

A company is relocating its data center and wants to securely transfer 50 TB of data to AWS within 2 weeks. The
existing data center has a Site-to- Site VPN connection to AWS that is 90% utilized. 
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Which AWS service should a solutions architect use to meet these requirements? 

A. AWS DataSync with a VPC endpoint 

B. AWS Direct Connect 

C. AWS Snowball Edge Storage Optimized 

D. AWS Storage Gateway 

Correct Answer: C 
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