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QUESTION 1

A company operates a proxy server on a fleet of Amazon EC2 instances. Partners in different countries use the proxy
server to test the company\\'s functionality. The EC2 instances are running in a VPC. and the instances have access to
the internet.

The company\\'s security policy requires that partners can access resources only from domains that the company
owns.

Which solution will meet these requirements?

A. Create an Amazon Route 53 Resolver DNS Firewall domain list that contains the allowed domains. Configure a DNS
Firewall rule group with a rule that has a high numeric value that blocks all requests. Configure a rule that has a low
numeric value that allows requests for domains in the allowed list. Associate the rule group with the VPC.

B. Create an Amazon Route 53 Resolver DNS Firewall domain list that contains the allowed domains. Configure a
Route 53 outbound endpoint. Associate the outbound endpoint with the VPC. Associate the domain list with the
outbound endpoint.

C. Create an Amazon Route 53 traffic flow policy to match the allowed domains. Configure the traffic flow policy to
forward requests that match to the Route 53 Resolver. Associate the traffic flow policy with the VPC.

D. Create an Amazon Route 53 outbound endpoint. Associate the outbound endpoint with the VPC. Configure a Route
53 traffic flow policy to forward requests for allowed domains to the outbound endpoint. Associate the traffic flow policy
with the VPC.

Correct Answer: A

The company should create an Amazon Route 53 Resolver DNS Firewall domain list that contains the allowed domains.
The company should configure a DNS Firewall rule group with a rule that has a high numeric value that blocks all
requests. The company should configure a rule that has a low numeric value that allows requests for domains in the
allowed list. The company should associate the rule group with the VPC. This solution will meet the requirements
because Amazon Route 53 Resolver DNS Firewall is a feature that enables you to filter and regulate outbound DNS
traffic for your VPC. You can create reusable collections of filtering rules in DNS Firewall rule groups and associate
them with your VPCs. You can specify lists of domain names to allow or block, and you can customize the responses for
the DNS queries that you blockl. By creating a domain list with the allowed domains and a rule group with rules to allow
or block requests based on the domain list, the company can enforce its security policy and control access to sites. The
other options are not correct because: Configuring a Route 53 outbound endpoint and associating it with the VPC would
not help with filtering outbound DNS traffic. A Route 53 outbound endpoint is a resource that enables you to forward
DNS queries from your VPC to your network over AWS Direct Connect or VPN connections2. It does not provide any
filtering capabilities. Creating a Route 53 traffic flow policy to match the allowed domains would not help with filtering
outbound DNS traffic. A Route 53 traffic flow policy is a resource that enables you to route traffic based on multiple
criteria, such as endpoint health, geographic location, and latency3. It does not provide any filtering capabilities.
Creating a Gateway Load Balancer (GWLB) would not help with filtering outbound DNS traffic. A GWLB is a service that
enables you to deploy, scale, and manage third-party virtual appliances such as firewalls, intrusion detection and
prevention systems, and deep packet inspection systems in the cloud4. It does not provide any filtering capabilities.

References: https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-outbound-endpoints.html

https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/traffic-flow.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/introduction.html

QUESTION 2
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A multimedia company needs to deliver its video-on-demand (VOD) content to its subscribers in a cost-effective way.
The video files range in size from 1-15 GB and are typically viewed frequently for the first 6 months alter creation, and
then access decreases considerably. The company requires all video files to remain immediately available for
subscribers. There are now roughly 30.000 files, and the company anticipates doubling that number over time.

What is the MOST cost-effective solution for delivering the company\\'s VOD content?

A. Store the video files in an Amazon S3 bucket using S3 Intelligent-Tiering. Use Amazon CloudFront to deliver the
content with the S3 bucket as the origin.

B. Use AWS Elemental MediaConvert and store the adaptive bitrate video files in Amazon S3. Configure an AWS
Elemental MediaPackage endpoint to deliver the content from Amazon S3.

C. Store the video files in Amazon Elastic File System (Amazon EFS) Standard. Enable EFS lifecycle management to
move the video files to EFS Infrequent Access after 6 months. Create an Amazon EC2 Auto Scaling group behind an
Elastic Load Balancer to deliver the content from Amazon EFS.

D. Store the video files in Amazon S3 Standard. Create S3 Lifecycle rules to move the video files to S3 Standard-
Infrequent Access (S3 Standard-1A) after 6 months and to S3 Glacier Deep Archive after 1 year. Use Amazon
CloudFront to deliver the content with the S3 bucket as the origin.

Correct Answer: A

https://d1.awsstatic.com/whitepapers/amazon-cloudfront-for-media.pdf
https://aws.amazon.com/solutions/implementations/video-on-demand-on-aws/

QUESTION 3

A company has an environment that has a single AWS account. A solutions architect is reviewing the environment to
recommend what the company could improve specifically in terms of access to the AWS Management Console. The
company\\'s IT support workers currently access the console for administrative tasks, authenticating with named IAM
users that have been mapped to their job role.

The IT support workers no longer want to maintain both their Active Directory and IAM user accounts. They want to be
able to access the console by using their existing Active Directory credentials. The solutions architect is using AWS
Single Sign-On (AWS SSO) to implement this functionality.

Which solution will meet these requirements MOST cost-effectively?

A. Create an organization in AWS Organizations. Turn on the AWS SSO feature in Organizations Create and configure
a directory in AWS Directory Service for Microsoft Active Directory (AWS Managed Microsoft AD) with a two-way trust to
the company\\'s on- premises Active Directory. Configure AWS SSO and set the AWS Managed Microsoft AD directory
as the identity source. Create permission sets and map them to the existing groups within the AWS Managed Microsoft
AD directory.

B. Create an organization in AWS Organizations. Turn on the AWS SSO feature in Organizations Create and configure
an AD Connector to connect to the company\\'s on- premises Active Directory. Configure AWS SSO and select the AD
Connector as the identity source. Create permission sets and map them to the existing groups within the company\\'s
Active Directory.

C. Create an organization in AWS Organizations. Turn on all features for the organization. Create and configure a
directory in AWS Directory Service for Microsoft Active Directory (AWS Managed Microsoft AD) with a two-way trust to
the company\\'s on-premises Active Directory. Configure AWS SSO and select the AWS Managed Microsoft AD
directory as the identity source. Create permission sets and map them to the existing groups within the AWS Managed
Microsoft AD directory.
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D. Create an organization in AWS Organizations. Turn on all features for the organization. Create and configure an AD
Connector to connect to the company\\'s on-premises Active Directory. Configure AWS SSO and select the AD
Connector as the identity source. Create permission sets and map them to the existing groups within the company\\'s
Active Directory.

Correct Answer: D

https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-preregs-considerations.html

QUESTION 4

A solutions architect wants to make sure that only AWS users or roles with suitable permissions can access a new
Amazon API Gateway endpoint The solutions architect wants an end-to-end view of each request to analyze the latency
of the request and create service maps

How can the Solutions Architect design the API Gateway access control and perform request inspections?

A. For the API Gateway method, set the authorization to AWSJAM Then, give the IAM user or role execute-api Invoke
permission on the REST API resource Enable the API caller to sign requests with AWS Signature when accessing the
endpoint Use AWS X-Ray to trace and analyze user requests to API Gateway

B. For the APl Gateway resource set CORS to enabled and only return the company\\'s domain in Access-Control-Allow-
Origin headers Then give the IAM user or role execute-api Invoke permission on the REST API resource Use Amazon
CloudWatch to trace and analyze user requests to APl Gateway

C. Create an AWS Lambda function as the custom authorizer ask the API client to pass the key and secret when
making the call, and then use Lambda to validate the key/secret pair against the IAM system Use AWS X-Ray to trace
and analyze user requests to APl Gateway

D. Create a client certificate for API Gateway Distribute the certificate to the AWS users and roles that need to access
the endpoint Enable the API caller to pass the client certificate when accessing the endpoint. Use Amazon CloudWatch
to trace and analyze user requests to APl Gateway.

Correct Answer: A

QUESTION 5

A company has applications in an AWS account that is named Source. The account is in an organization in AWS
Organizations. One of the applications uses AWS Lambda functions and stores inventory data in an Amazon Aurora
database. The application deploys the Lambda functions by using a deployment package. The company has configured
automated backups for Aurora.

The company wants to migrate the Lambda functions and the Aurora database to a new AWS account that is named
Target. The application processes critical data, so the company must minimize downtime.

Which solution will meet these requirements?
A. Download the Lambda function deployment package from the Source account. Use the deployment package and
create new Lambda functions in the Target account. Share the automated Aurora DB cluster snapshot with the Target

account.

B. Download the Lambda function deployment package from the Source account. Use the deployment package and
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create new Lambda functions in the Target account Share the Aurora DB cluster with the Target account by using AWS
Resource Access Manager {AWS RAM). Grant the Target account permission to clone the Aurora DB cluster.

C. Use AWS Resource Access Manager (AWS RAM) to share the Lambda functions and the Aurora DB cluster with the
Target account. Grant the Target account permission to clone the Aurora DB cluster.

D. Use AWS Resource Access Manager (AWS RAM) to share the Lambda functions with the Target account. Share the
automated Aurora DB cluster snapshot with the Target account.

Correct Answer: C

This solution uses a combination of AWS Resource Access Manager (RAM) and automated backups to migrate the
Lambda functions and the Aurora database to the Target account while minimizing downtime. In this solution, the
Lambda function deployment package is downloaded from the Source account and used to create new Lambda
functions in the Target account. The Aurora DB cluster is shared with the Target account using AWS RAM and the
Target account is granted permission to clone the Aurora DB cluster, allowing for a new copy of the Aurora database to
be created in the Target account. This approach allows for the data to be migrated to the Target account while
minimizing downtime, as the Target account can use the cloned Aurora database while the original Aurora database
continues to be used in the Source account.
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