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QUESTION 1

HOTSPOT 

You manage the security posture of an Azure subscription that contains two virtual machines name vm1 and vm2. 

The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.) 

Azure Policy assignments are configured as shown in the Policies exhibit. (Click the Policies tab.) 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Reference: https://techcommunity.microsoft.com/t5/azure-security-center/security-control-restrict-unauthorized-network-
access/ba-p/1593833 https://techcommunity.microsoft.com/t5/azure-security-center/security-control-secure-
management-ports/ba-p/1505770 

 

QUESTION 2

DRAG DROP 

You need to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and
to generate incidents. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 
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Reference: https://docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom 

 

QUESTION 3

You use Azure Defender. 

You have an Azure Storage account that contains sensitive information. 

You need to run a PowerShell script if someone accesses the storage account from a suspicious IP address. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. From Azure Security Center, enable workflow automation. 

B. Create an Azure logic app that has a manual trigger. 

C. Create an Azure logic app that has an Azure Security Center alert trigger. 

D. Create an Azure logic app that has an HTTP trigger. 
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E. From Azure Active Directory (Azure AD), add an app registration. 

Correct Answer: AC 

Reference: https://docs.microsoft.com/en-us/azure/storage/common/azure-defender-storage-configure?tabs=azure-
security-center https://docs.microsoft.com/en-us/azure/security-center/workflow-automation 

 

QUESTION 4

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are configuring Azure Sentinel. 

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address
is detected. 

Solution: You create a livestream from a query. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center 

 

QUESTION 5

You have an Azure Sentinel deployment in the East US Azure region. 

You create a Log Analytics workspace named LogsWest in the West US Azure region. 

You need to ensure that you can use scheduled analytics rules in the existing Azure Sentinel deployment to generate
alerts based on queries to LogsWest. 

What should you do first? 

A. Deploy Azure Data Catalog to the West US Azure region. 

B. Modify the workspace settings of the existing Azure Sentinel deployment. 

C. Add Azure Sentinel to a workspace. 

D. Create a data connector in Azure Sentinel. 

Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants 
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