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QUESTION 1

You have an Azure subscription that contains the resources shown in the following table.

Name Type
Group1 Group that has the Assigned membership type
App1 Enterprise application in Azure Active Directory (Azure AD)
Contributor Azure subscription role
Rolet Azure Active Directory (Azure AD) role

For which resources can you create an access review?

A. Groupl, App1l, Contributor, and Rolel

B. Hotel and Contributor only

C. Groupl, Rolel, and Contributor only

D. Groupl only

Correct Answer: A

Access reviews require an Azure AD Premium P2 license.

Access reviews for Groupl and Appl can be configured in Azure AD Access Reviews.

Access reviews for the Contributor role and Rolel would need to be configured in Privileged Identity Management
(PIM). PIM is included in Azure AD Premium P2.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-start-security-

review?toc=/azure/active-directory/governance/toc.json https://docs.microsoft.com/en-us/azure/active-
directory/governance/ access-reviews-overview

QUESTION 2

HOTSPOT

You have a Microsoft 365 tenant.

You need to identify users who have leaked credentials. The solution must meet the following requirements.
1.

Identity sign-Ins by users who ate suspected of having leaked credentials.

2.

Rag the sign-ins as a high risk event.
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Immediately enforce a control to mitigate the risk, while still allowing the user to access applications.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is
worth one point.

Hot Area:

To classify leaked crecentals as high-risk, use: v

Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) ﬁ'iurileged Identity Management |PIM)
Ideniity Govemance

Self-service password reset (SSPR)

Totrigger remedialion, use: -
Cliert apps rot using Modern authentication
Device state

Sign-in risk

User location

Userrisk

Te miigate the ris¢, select: -

Applv app erforced restrictions
Block access
Grant access but require app protection policy

Grant access but require passwaord change

Correct Answer:

To classify leaked crecentals as high-risk, use: v

Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Ideniity Govemance

Self-service password reset (SSPR)

Totrigzer remediation, use: -
Cliert apps rot using Modern authentication
Device state

Sign-in risk

Userlocation

User risk

Te miigate the risg, select: -
Apply app erforced restrictions

Block access

Grant access but require app protection policy
Grant access but require password change
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QUESTION 3

You create a conditional access policy that blocks access when a user triggers a high-severity sign-in alert. You need to
test the policy under the following conditions:

1.

A user signs in from another country.

2.

A user triggers a sign-in risk. What should you use to complete the test?
A. the Conditional Access What If tool

B. sign-ins logs in Azure Active Directory (Azure AD)

C. the activity logs in Microsoft Defender for Cloud Apps

D. access reviews in Azure Active Directory (Azure AD)

Correct Answer: A

QUESTION 4
You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365
services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in
request.

You need to block the users automatically when they report an MFA request that they did not Initiate.

Solution: From the Azure portal, you configure the Account lockout settings for multi-factor authentication (MFA).
Does this meet the goal?

A. Yes

B. No

Correct Answer: B

You need to configure the fraud alert settings.

Reference: https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

QUESTION 5
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You create a Log Analytics workspace.

You need to implement the technical requirements for auditing.
What should you configure in Azure AD?

A. Company branding

B. Diagnostics settings

C. External Identities

D. App registrations

Correct Answer: B

Reference: https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring
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