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QUESTION 1

You have an Azure subscription that contains the custom roles shown in the following table.

Name Type
Role1 Azure Active Directory (Azure AD) role
Role2 Azure subscription role

You need to create a custom Azure subscription role named Role3 by using the Azure portal. Role3 will use the
baseline permissions of an existing role. Which roles can you clone to create Role3?

A. Role2 only

B. built-in Azure subscription roles only

C. built-in Azure subscription roles and Role2 only

D. built-in Azure subscription roles and built-in Azure AD roles only

E. Rolel, Role2 built-in Azure subscription roles, and built-in Azure AD roles

Correct Answer: C

QUESTION 2

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You have a Microsoft 365 tenant.
You have 100 IT administrators who are organized into 10 departments.

You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * | Admin review

Description (0

Start date * 12/18/2020 i
Frequency Monthly &
[}Ul'atlﬂ:ll'l {!'n day.s} G ———————————Q 2 14 :
End () : End by  Occurrences

MNumber of times 0

End date 014772021 &
Users

Scope (®) Everyone

Review role membership (permanent and eligible) *
Application Administrator and 72 others

Reviewers

Reviewers | (Preview) Manager i

{Preview) Fallback reviewers (@
Megan Bowen

»  Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You modify the properties of the IT administrator user accounts.

Does this meet the goal?

A. Yes
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B. No

Correct Answer: A

Reference: https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

QUESTION 3

You have an Azure AD tenant that contains a user named Userl and a registered app named Appl.
Userl deletes the app registration of App1l.

You need to restore the app registration.

What is the maximum number of days you have to restore the app registration from when it was deleted?
A 14

B. 30

C. 60

D. 180

Correct Answer: B

QUESTION 4
You have a Microsoft 365 tenant.
All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While
working from the remote locations, the users connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?
A. a notification through the Microsoft Authenticator app

B. an app password

C. Windows Hello for Business

D. SMS

Correct Answer: C

In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on PCs and
mobile devices. This authentication consists of a new type of user credential that is tied to a device and uses a biometric
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or PIN. After an initial two-step verification of the user during enroliment, Windows Hello is set up on the user\\'s device
and Windows asks the user to set a gesture, which can be a biometric, such as a fingerprint, or a PIN. The user
provides the gesture to verify their identity. Windows then uses Windows Hello to authenticate users.

Incorrect Answers:

A: The Microsoft Authenticator app requires a mobile phone that runs Android or iOS

B: An app password can be used to open an application but it cannot be used to sign in to a computer.

D: SMS requires a mobile phone

Reference: https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-overview

QUESTION 5

Your network contains an on-premises Active Directory domain that syncs to an Azure AD tenant.
Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO).
You need to configure the Windows 10 computers to support Azure AD Seamless SSO.
What should you do?

A. Modify the Local intranet zone settings

B. Configure Sign-in options from the Settings app.

C. Enable Enterprise State Roaming.

D. Install the Azure AD Connect Authentication Agent.

Correct Answer: A

Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start
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