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QUESTION 1
You have a Microsoft 365 E5 subscription.

You need to prevent users from uploading data loss prevention (DLP)-protected documents to the following third-party
websites:

1.

webl.contoso.com

2.

web2.contoso.com

The solution must minimize administrative effort.

To what should you set the Service domains setting for Endpoint DLP?
A. contoso.com

B. web*.contoso.com

C. *.contoso.com

D. webl.contoso.com and web2.contoso.com

Correct Answer: D

QUESTION 2

HOTSPOT

You have a Microsoft 365 subscription that has Enable Security defaults set to No in Azure AD.
You have a custom compliance manager template named Regulationl.

You have the assessments shown in the following table.

Name Score Status Group | Product | Regulation

Assessment1 | 1200 Incomplete | Group1 | Microsoft | Regulation
365

Assessment2 | 900 Incomplete | Group2 | Microsoft | Regulation1
365

Assessmentl has the improvement actions shown in the following table.
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Improvement action Test status Impact Points Action
achieved type
Enable multi-factor authentication for admins Failed high risk +27 points 0/27 Technical
Enable multi-factor authentication for non-admins Failed high risk +27 points 0/27 Technical
Assessment2 has the improvement actions shown in the following table.
Improvement action Test status Impact Points Action type
achieved
Establish a threat intelligence program None +9 points 0/9 Operational
Cnnﬁgure a privileged access policy Failed high risk +15 points 0/15 Technical
You perform the following actions:
1.
For Assessment2, change the Test status of Establish a threat intelligence program to Implemented.
2.
Enable multi-factor authentication (MFA) for all users.
3.
Configure a privileged access policy.
For each of the following statements, select Yes if the statement is true. Otherwise select No.
NOTE: Each correct selection is worth one point.
Hot Area:
Answer Area
Statements Yes No
Establish a threat intelligence program will appear as Implemented in Assessment1. ' '
The Assessment1 score will increase by only 54 points. O C
The Assessment2 score will increase by only 78 points. z O
Correct Answer:
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Answer Area

Statements Yes No
Establish a threat intelligence program will appear as Implemented in Assessment1. { O
The Assessment1 score will increase by only 54 points. O
The Assessment2 score will increase by only 78 points. - O

QUESTION 3
You have a Microsoft 365 E5 subscription.

You need to identify personal data stored in the subscription and control the transfer of personal data between users
and groups.

Which type of license should you acquire?
A. Microsoft Purview Audit (Premium)

B. Priva Privacy Risk Management

C. Microsoft 365 E5 Compliance

D. Priva Subject Rights Requests

Correct Answer: B

QUESTION 4

HOTSPOT

You have a Microsoft 365 E5 tenant that contains a sensitivity label named labell.

You plan to enable co-authoring for encrypted files.

You need to ensure that files that have labell applied support co-authoring.

Which two settings should you modify? To answer, select the settings in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area
Encryption
Control who can access files and email messages that have this label appied. Learn more about encrypticn settings

O‘ Remoee encryption if the file or email i encrypled
@ Conficure encryption settings

i} Tusming on encrypBon inpacts Oifice files (Word, PowerPaint, Ewed) that have this tabed appied. Because th fes will booncrypled for soourity ressons, parfoemance will be siow wise the
T fibes aae opened of soved, and some SharePoint and OneDrive Teatires will be lmited or weyailable. Lesn mone

Assign permissions now or let users decide?

I Assign permissions now v I

The encryption settings you choose will be sutomatically enforced when the label is applied to ermail and Olfice files
Usar access to content axpires (i

A number of days ater label is applied
Access expires this many days after the label & applied
g0

Allow offline access (|

I Alwrays

Assign permissions to specific users and groups * ([
Assign permissions

Users and groups Permissions
Mo data available

| ¥ | Use Double Key Encryption (i)

https//sts.contoso.com

Correct Answer:
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Answer Area
Encryption

Contrel who can access files and email messages that have this label appied. Learn more about encryption settings

C} Remoee encryption if the file or email i encrypred

@ Conficure encryplion settings

i | Tuming on encryption inpacts Oftice Files (Word, PowerPoint, Ecosd) that have this labed appied. Because tha fes will be encryplid for security resacns, perfoemande will be siow wihen the
Fikes did opened of soved, shd sore SurePoinl and OneDrhe Teiumnes will be lmited or unevallable. Lesm mose

Assignipermissions now or |t tsers decide?

ASSigN PEMMISSIONS now v I

Thi encryption settings you choom will be sutomatically enforced when the label 5 appBed to ernail and Office files
Usaer access to content explres i

A number of days ater label is applied
Access expires this many days after the label & applied
80

Allow offline access (|

h Ay W

Assign permissions to specific users and groups * ()

Assign permissions

Users and groups Permissions
Mo data available

Use Double Key Encryption (i)

https.//sts.contoso.com

Co-authoring and AutoSave aren\\'t supported and don\\'t work for labeled and encrypted Office documents that use any
of the following configurations for encryption:

1.

Let users assign permissions when they apply the label and the checkbox In Word, PowerPoint, and Excel, prompt
users to specify permissions is selected. This configuration is sometimes referred to as "user-defined permissions".

2.

User access to content expires is set to a value other than Never.

3.

Double Key Encryption is selected.

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-

coauthoring?view=0365-worldwide https://techcommunity.microsoft.com/t5/security-compliance-and-identity/co-
authoring-files-with-sensitivity-labels/ba-p/3029768

QUESTION 5

HOTSPOT
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You enable archive mailboxes for all the users at your company.

The Default MRM Policy is shown in the MRM exhibit.

Default MRM Policy
This policy contains the following retention tags

1 Month Delete

1 Week Delete

1 Year Delete

5 Year Delete

6 Month Delete

Default 2 year move to archive
Junk Email

Never Delete

Personal 1 year move to archive
Personal 5 year move to archive
Personal never move to archive
Recoverable items 14 days move to archive

A Microsoft 365 retention label policy is shown in the Label Policy exhibit.
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Exchange Label Policy

Status
Enabled (Pending)

Policy name
Exchange Label Policy

Description
Label policy for Exchange

Applies to content in these locations
Exchange email

Settings

Publish labels for your users
* 10 Year — Do not Delete

+ 2 Year Delete

Preservation lock
No
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You need to identify the following:

How many years until an email is archived?

What should you modify to change the retention period for archiving?

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

By default, email is:

Deleted after two years
Deleted after one month
Retained in the mailbox for 10 years

Moved to the archive mailbox after two years

To change the retention
period for archiving, modify:

v

The Default MRM Policy

‘The E;change Label Policy
The properties of the archive mailbox

Correct Answer:

Answer Area

By default, email is:

Deleted after two years
Deleted after one month
Retained in the mailbox for 10 years

Moved to the archive mailbox after two years

To change the retention
period for archiving, modify:

v

The Default MRM Policy

The Exchange Label Policy
The properties of the archive mailbox
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