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QUESTION 1

What can you use to provision Azure resources across multiple subscriptions in a consistent manner?
A. Microsoft Defender for Cloud

B. Azure Blueprints

C. Microsoft Sentinel

D. Azure Policy

Correct Answer: B

QUESTION 2
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Statements Yes No
Verify explicitly is one of the guiding principles of Zero Trust. @ O
Assume breach is one of the guiding principles of Zero Trust. @) Q
The Zero Trust security model assumes that a firewall secures the internal network from 9] O
external threats.
Correct Answer:
Statements Yes No
Verify explicitly is one of the guiding principles of Zero Trust. | O | Q
Assume breach is one of the guiding principles of Zero Trust. | O o}
The Zero Trust security model assumes that a firewall secures the internal network from 9] (@]

external threats.

Box 1: Yes Box 2: Yes Box 3: No
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The Zero Trust model does not assume that everything behind the corporate firewall is safe, the Zero Trust model
assumes breach and verifies each request as though it originated from an uncontrolled network.

Reference:

https://docs.microsoft.com/en-us/security/zero-trust/

QUESTION 3

In a Core eDiscovery workflow, what should you do before you can search for content?
A. Create an eDiscovery hold.

B. Run Express Analysis.

C. Configure attorney-client privilege detection.

D. Export and download results.

Correct Answer: A

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-core-
ediscovery?view=0365-worldwide

QUESTION 4

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Statements Yes No

Windows Hello for Business can use the Microsoft Authenticator app as an authentication
method.

Windows Hello for Business can use a PIN code as an authentication method,

Windows Hello for Business authentication information syncs across all the devices
registered by a user.

Correct Answer:
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Answer Area
Statements Yes No
Windows Hello for Business can use the Microsoft Authenticator app as an authentication C O
method.
Windows Hello for Business can use a PIN code as an authentication method. | O
Windows Hello for Business authentication information syncs across all the devices O

registered by a user.

Box 1: No

The Microsoft Authenticator app helps you sign in to your accounts when you\\'re using two-factor verification. Two-
factor verification helps you to use your accounts more securely because passwords can be forgotten, stolen, or
compromised.

Two-factor verification uses a second factor like your phone to make it harder for other people to break in to your
account.

Box 2: Yes

In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on devices. This
authentication consists of a new type of user credential that is tied to a device and uses a biometric or PIN.

Box 3: No

Windows Hello credentials are based on certificate or asymmetrical key pair. Windows Hello credentials can be bound
to the device, and the token that is obtained using the credential is also bound to the device.

Reference: https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-overview

QUESTION 5
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:

Azure DDoS Protection Standard can be used to protect v

Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users,
resource groups.

virtual networks.

Correct Answer:
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Azure DDoS Protection Standard can be used to protect v

|Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.
|resource groups.

virtual networks.

Reference: https://docs.microsoft.com/en-us/azure/ddos-protection/ddos-protection-overview
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