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QUESTION 1

What can you use to scan email attachments and forward the attachments to recipients only if the attachments are free
from malware? 

A. Microsoft Defender for Office 365 

B. Microsoft Defender Antivirus 

C. Microsoft Defender for Identity 

D. Microsoft Defender for Endpoint 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-advanced-threat-protection-service-
description 

 

QUESTION 2

To which type of resource can Azure Bastion provide secure access? 

A. Azure Files 

B. Azure SQL Managed Instances 

C. Azure virtual machines 

D. Azure App Service 

Correct Answer: C 

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure
portal over TLS. 

 

QUESTION 3

HOTSPOT 

Select the answer that correctly completes the sentence. 

Hot Area: 
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Correct Answer: 

Azure Key Vault can store application secrets. 

Azure Key Vault is a cloud service that provides a secure store for secrets. You can securely store keys, passwords,
certificates, and other secrets. 

Reference: 

https://docs.microsoft.com/en-us/azure/key-vault/secrets/quick-create-portal 
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QUESTION 4

Which two cards are available in the Microsoft 365 Defender portal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point. 

A. Devices at risk 

B. Compliance Score 

C. Service Health 

D. User Management 

E. Users at risk 

Correct Answer: AE 

A: The Devices at risk card includes a View details button. Selecting that button takes us to the Device inventory page,
as shown in the following image 

E: The Microsoft 365 Defender portal cards fall into these categories: 

Identities- Monitor the identities in your organization and keep track of suspicious or risky behaviors. Here you can find
the Users at risk card. 

Data - Help track user activity that could lead to unauthorized data disclosure. 

Devices - Get up-to-date information on alerts, breach activity, and other threats on your devices. 
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Apps - Gain insight into how cloud apps are being used in your organization. 

Incorrect: 

Not C: The Service Health card can be reached from the Microsoft 365 admin center. 

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-business/mdb-respond-mitigate-threats 

 

QUESTION 5

Which two types of resources can be protected by using Azure Firewall? Each correct answer presents a complete
solution. NOTE: Each correct selection is worth one point. 

A. Azure virtual machines 

B. Azure Active Directory (Azure AD) users 

C. Microsoft Exchange Online inboxes 

D. Azure virtual networks 

E. Microsoft SharePoint Online sites 

Correct Answer: AD 

Firewall is really not directly protecting the Virtual Networks though DDOS would have been ideal for VNETS 
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