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QUESTION 1
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:

Answer Area

w requires additional verification, such as a
Multi-factor authentication (MFA) verification code sent to a mobile phone.

Pass-through authentication
Passwurd wnteback
Single sign-on (SSO)

Correct Answer:

Answer Area

w requires additional verification, such as a
Multi-factor authentication (MFA) verification code sent to a mobile phone.
Pass- through authentication .
Password writeback
Single sign-on (SSO)

Multi-factor authentication is a process where a user is prompted during the sign-in process for an additional form of
identification, such as to enter a code on their cellphone or to provide a fingerprint scan.

Reference: https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-howitworks

QUESTION 2
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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NOTE: Each correct selection is worth one point.

Hot Area:
Statements Yes No
Verify explicitly is one of the guiding principles of Zero Trust. @ Q
Assume breach is one of the guiding principles of Zero Trust. 5] Q
The Zero Trust security model assumes that a firewall secures the internal network from 9] O
external threats.
Correct Answer:
Statements Yes No
Verify explicitly is one of the guiding principles of Zero Trust. Q | O
Assume breach is one of the guiding principles of Zero Trust. , O Q
The Zero Trust security model assumes that a firewall secures the internal network from 0 (@)

external threats.
Box 1: Yes Box 2: Yes Box 3: No

The Zero Trust model does not assume that everything behind the corporate firewall is safe, the Zero Trust model
assumes breach and verifies each request as though it originated from an uncontrolled network.

Reference:

https://docs.microsoft.com/en-us/security/zero-trust/

QUESTION 3

Each product group at your company must show a distinct product logo in encrypted emails instead of the standard
Microsoft Office 365 logo. What should you do to create the branding templates?

A. Create a Transport rule.

B. Create an RMS template.

C. Run the Set-IRMConfiguration cmdlet.
D. Run the New-OMEConfiguration cmdlet.

Correct Answer: D
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Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/add-your-organization-brand-to-encrypted-
messages?view=0365-worldwide

QUESTION 4
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:

Answer Area

Applications registered in Azure Active Directory (Azure AD) are associated automatically to a

guestaccount.
managed identity.
service principal.

user account.

Correct Answer:

Answer Area

Applications registered in Azure Active Directory (Azure AD) are associated automatically to a

guestaccount.
managed identity.
‘service principal.
user account.

When you register an application through the Azure portal, an application object and service principal are automatically
created in your home directory or tenant.

Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal

QUESTION 5
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:
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Answer Area

A security information and event management (SIEM)

A security orchestration automated response (SOAR)

An attack surface reduction (ASR)

system is a tool that collects data from multiple systems, identifies correlations or
anomalies, and generates alerts and incidents.

Correct Answer:

Answer Area

A security information and event management (SIEM)
A security orchestration automated response (SOAR)

An attack surface reduction (ASR)

system is a tool that collects data from multiple systems, identifies correlations or
anomalies, and generates alerts and incidents.
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