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QUESTION 1

John works as a C programmer. He develops the following C program: 

#include  

#include  

#include  

int buffer(char *str) { 

char buffer1[10]; 

strcpy(buffer1, str); 

return 1; 

} 

int main(int argc, char *argv[]) { 

buffer (argv[1]); 

printf("Executed\n"); 

return 1; 

} 

His program is vulnerable to a __________ attack. 

A. SQL injection 

B. Denial-of-Service 

C. Buffer overflow 

D. Cross site scripting 

Correct Answer: C 

 

QUESTION 2

Which of the following strategies allows a user to limit access according to unique hardware information supplied by a
potential client? 

A. Extensible Authentication Protocol (EAP) 

B. WEP 

C. MAC address filtering 
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D. Wireless Transport Layer Security (WTLS) 

Correct Answer: C 

 

QUESTION 3

Which of the following Incident handling process phases is responsible for defining rules, collaborating human
workforce, creating a back-up plan, and testing the plans for an enterprise? 

A. Preparation phase 

B. Eradication phase 

C. Identification phase 

D. Recovery phase 

E. Containment phase 

Correct Answer: A 

 

QUESTION 4

You work as a System Engineer for Cyber World Inc. Your company has a single Active Directory domain. 

All servers in the domain run Windows Server 2008. The Microsoft Hyper-V server role has been installed on one of the
servers, namely uC1. uC1 hosts twelve virtual machines. You have been given the task to configure the Shutdown
option for uC1, so that each virtual machine shuts down before the main Hyper-V server shuts down. 

Which of the following actions will you perform to accomplish the task? 

A. Enable the Shut Down the Guest Operating System option in the Automatic Stop Action Properties on each virtual
machine. 

B. Manually shut down each of the guest operating systems before the server shuts down. 

C. Create a batch file to shut down the guest operating system before the server shuts down. 

D. Create a logon script to shut down the guest operating system before the server shuts down. 

Correct Answer: A 

 

QUESTION 5

Which of the following types of attack can guess a hashed password? 

A. Brute force attack 

B. Evasion attack 

C. Denial of Service attack 
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D. Teardrop attack 

Correct Answer: A 
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