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QUESTION 1

Which of the following malicious code can have more than one type of trigger, multiple task capabilities, and can
replicate itself in more than one manner?

A. Macro virus

B. Blended threat
C. Trojan

D. Boot sector virus

Correct Answer: B

QUESTION 2

You enter the netstat -an command in the command prompt and you receive intimation that port number 7777 is open
on your computer.

Which of the following Trojans may be installed on your computer?
A. NetBus

B. QAZ

C. Donald Dick

D. Tini

Correct Answer: D

QUESTION 3

You execute the following netcat command:

c:\target\nc -1 -p 53 -d -e cmd.exe

What action do you want to perform by issuing the above command?
A. Listen the incoming data and performing port scanning

B. Capture data on port 53 and performing banner grabbing

C. Capture data on port 53 and delete the remote shell

D. Listen the incoming traffic on port 53 and execute the remote shell

Correct Answer: D
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QUESTION 4

John, a part-time hacker, has accessed in unauthorized way to the www.yourbank.com banking Website and stolen the
bank account information of its users and their credit card numbers by using the SQL injection attack. Now, John wants
to sell this information to malicious person Mark and make a deal to get a good amount of money. Since, he does not
want to send the hacked information in the clear text format to Mark; he decides to send information in hidden text. For
this, he takes a steganography tool and hides the information in ASCII text by appending whitespace to the end of lines
and encrypts the hidden information by using the IDEA encryption algorithm.

Which of the following tools is John using for steganography?

A. Image Hide

B. 2Mosaic

C. Snow.exe

D. Netcat

Correct Answer: C

QUESTION 5

Your network is being flooded by ICMP packets. When you trace them down they come from multiple different IP
addresses. What kind of attack is this?

A. Syn flood

B. Ping storm
C. Smurf attack
D. DDOS

Correct Answer: D
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