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QUESTION 1

You are the Administrator for a corporate network. You are concerned about denial of service attacks.

Which of the following measures would be most helpful in defending against a Denial-of- Service (DoS) attack?
A. Implement network based antivirus.

B. Place a honey pot in the DMZ.

C. Shorten the timeout for connection attempts.

D. Implement a strong password policy.

Correct Answer: C

QUESTION 2

Which of the following can be used as a countermeasure against the SQL injection attack? Each correct answer
represents a complete solution. Choose two.

A. mysgl_real_escape_string()
B. session_regenerate_id()

C. mysql_escape_string()

D. Prepared statement

Correct Answer: AD

QUESTION 3

You enter the following URL on your Web browser:
http://www.we-are-secure.com/scripts/..%co%af../..%c0%
af../lwindows/system32/cmd.exe?/c+dir+c:\

What kind of attack are you performing?

A. Directory traversal

B. Replay

C. Session hijacking

D. URL obfuscating

Correct Answer: A
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QUESTION 4

Which of the following is a process of searching unauthorized modems?
A. Espionage

B. Wardialing

C. System auditing

D. Scavenging

Correct Answer: B

QUESTION 5

John works as a Network Administrator for We-are-secure Inc. He finds that TCP port 7597 of the Wearesecure server
is open. He suspects that it may be open due to a Trojan installed on the server. He presents a report to the company
describing the symptoms of the Trojan. A summary of the report is given below:

Once this Trojan has been installed on the computer, it searches Notpad.exe, renames it Note.com, and then copies
itself to the computer as Notepad.exe. Each time Notepad.exe is executed, the Trojan executes and calls the original
Notepad to avoid being noticed.

Which of the following Trojans has the symptoms as the one described above?

A. NetBus

B. Qaz

C. eBlaster

D. SubSeven

Correct Answer: B
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