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QUESTION 1

Which of the following types of attacks is often performed by looking surreptitiously at the keyboard or monitor of an
employee\\'s computer? 

A. Buffer-overflow attack 

B. Shoulder surfing attack 

C. Man-in-the-middle attack 

D. Denial-of-Service (DoS) attack 

Correct Answer: B 

 

QUESTION 2

The IT administrator wants to implement a stronger security policy. What are the four most important security priorities
for PassGuide Software Systems Pvt. Ltd.? 

A. Providing secure communications between the overseas office and the headquarters. 

B. Implementing Certificate services on Texas office. 

C. Protecting employee data on portable computers. 

D. Providing two-factor authentication. 

E. Ensuring secure authentication. 

F. Preventing unauthorized network access. 

G. Providing secure communications between Washington and the headquarters office. 

H. Preventing denial-of-service attacks. 

Correct Answer: ACEF 

 

QUESTION 3

Fill in the blank with the appropriate name of the rootkit. 

A _______ rootkit uses device or platform firmware to create a persistent malware image. 

A. firmware 

Correct Answer: A 

 

QUESTION 4
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Which of the following refers to a condition in which a hacker sends a bunch of packets that leave TCP ports half open? 

A. Spoofing 

B. Hacking 

C. SYN attack 

D. PING attack 

Correct Answer: C 

 

QUESTION 5

Which of the following statements are true about netcat? Each correct answer represents a complete solution. Choose
all that apply. 

A. It provides special tunneling, such as UDP to TCP, with the possibility of specifying all network parameters. 

B. It can be used as a file transfer solution. 

C. It provides outbound and inbound connections for TCP and UDP ports. 

D. The nc -z command can be used to redirect stdin/stdout from a program. 

Correct Answer: ABC 
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