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QUESTION 1

Which of the following is a way to monitor app performance? (Select all that apply.)
A. Using Splunk logs.

B. Using the search job inspector.

C. Using the Monitoring Console.

D. Using the storage/collections/config REST endpoint.

Correct Answer: AC

QUESTION 2

Which statements are true regarding HEC (HTTP Event Collector) tokens? (Select all that apply.)
A. Multiple tokens can be created for use with different sourcetypes and indexes.

B. The edit token http admin role capability is required to create a token.

C. To create a token, send a POST request to services/collector endpoint.

D. Tokens can be edited using the data/inputs/http/{tokenName} endpoint.

Correct Answer: AC

QUESTION 3

Which of the following log files contains logs that are most relevant to Splunk Web?
A. audit.log

B. metrics.log

C. splunkd.log

D. web_service.log

Correct Answer: D

Reference: https://docs.splunk.com/Documentation/Splunk/8.1.2/Troubleshooting/ WhatSplunklogsaboutitself

QUESTION 4

What application security best practices should be adhered to while developing an app for Splunk? (Select all that
apply.)
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A. Review the OWASP Top Ten List.

B. Store passwords in clear text in .conf files.

C. Review the OWASP Secure Coding Practices Quick Reference Guide.

D. Ensure that third-party libraries that the app depends on have no outstanding CVE vulnerabilities.
Correct Answer: AC

Reference: https://dev.splunk.com/enterprise/docs/developapps/testvalidate/securitybestpractices/

QUESTION 5

Which of the following will unset a token named my_token?
A. $my_token$

B.

C. false

D. disabled

Correct Answer: B

Reference: https://community.splunk.com/t5/Dashboards-Visualizations/Unset-a-token-if-it-is-equal-to-avalue/m-
p/353512
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