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QUESTION 1

A network operations manager has added a second row of server racks in the datacenter. These racks face the
opposite direction of the first row of racks. Which of the following is the reason the manager installed the racks this
way? 

A. To lower energy consumption by sharing power outlets 

B. To create environmental hot and cold isles 

C. To eliminate the potential for electromagnetic interference 

D. To maximize fire suppression capabilities 

Correct Answer: B 

 

QUESTION 2

A manager makes an unannounced visit to the marketing department and performs a walk-through of the office. The
manager observes unclaimed documents on printers. A closer look at these documents reveals employee names,
addresses ages, birth dates, marital/dependent statuses, and favorite ice cream flavors. The manager brings this to the
attention of the marketing department head. The manager believes this information to be Pll, but the marketing head
does not agree. Having reached a stalemate, which of the following is the most appropriate action to take NEXT? 

A. Elevate to the Chief Executive Officer (CEO) for redress, change from the top down usually succeeds. 

B. Find the privacy officer in the organization and let the officer act as the arbiter. 

C. Notify employees whose names are on these files that their personal infor-mation is being compromised. 

D. To maintain a working relationship with marketing, quietly record the incident in the risk register. 

Correct Answer: B 

 

QUESTION 3

Which of the following methods is used by internal security teams to assess the security of internally developed
applications? 

A. Active reconnaissance 

B. Pivoting 

C. White-box testing 

D. Persistence 

Correct Answer: C 
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QUESTION 4

A Chief Information Officer (CIO) recently saw on the news that a significant security flaws exists with a specific version
of a technology the company uses to support many critical application. The CIO wants to know if this reported
vulnerability exists in the organization and, if so, to what extent the company could be harmed. Which of the following
would BEST provide the needed information? 

A. Penetration test 

B. Vulnerability scan 

C. Active reconnaissance 

D. Patching assessment report 

Correct Answer: A 

 

 

QUESTION 5

An administrator is beginning an authorized penetration test of a corporate network. Which of the following tools would
BEST assist in identifying potential attacks? 

A. Netstat 

B. Honey pot 

C. Company directory 

D. Nmap 

Correct Answer: D 
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