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QUESTION 1

Which of the following BEST explains "likelihood of occurrence"?

A. The chance that an event will happen regardless of how much damage it may cause

B. The overall impact to the organization once all factors have been considered

C. The potential for a system to have a weakness or flaw that might be exploited

D. The probability that a threat actor will target and attempt to exploit an organization\\'s systems

Correct Answer: D

QUESTION 2

A company has had a BYOD policy in place for many years and now wants to roll out an MDM solution. The company
has decided that end users who wish to utilize their personal devices for corporate use must opt in to the MDM solution.
End users are voicing concerns about the company having access to their personal devices via the MDM solution.
Which of the following should the company implement to ease these concerns?

A. Sideloading

B. Full device encryption

C. Application management

D. Containerization

Correct Answer: D

QUESTION 3

A company wants to implement an access management solution that allows employees to use the same usernames
and passwords for multiple applications without having to keep multiple credentials synchronized. Which of the following
solutions would BEST meet these requirements?

A. Multifactor authentication

B. SSO

C. Biometrics

D. PKI

E. Federation

Correct Answer: B
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QUESTION 4

A security engineer is faced with competing requirements from the networking group and database administrators. The
database administrators would like ten application servers on the same subnet for ease of administration, whereas the
networking group would like to segment all applications from one another. Which of the following should the security
administrator do to rectify this issue?

A. Recommend performing a security assessment on each application, and only segment the applications with the most
vulnerability

B. Recommend classifying each application into like security groups and segmenting the groups from one another
C. Recommend segmenting each application, as it is the most secure approach
D. Recommend that only applications with minimal security features should be segmented to protect them

Correct Answer: B

QUESTION 5

A member of the IR team has identified an infected computer.

Which of the following IR phases should the team member conduct NEXT?
A. Eradication

B. Recovery

C. Lessons learned

D. Containment

Correct Answer: D
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