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QUESTION 1

Which of the following incident response steps involves actions to protect critical systems while maintaining business
operations? 

A. Investigation 

B. Containment 

C. Recovery 

D. Lessons learned 

Correct Answer: B 

 

QUESTION 2

An auditor is requiring an organization to perform real-time validation of SSL certificates. Which of the following should
the organization implement? 

A. OCSP 

B. CRL 

C. CSR 

D. KDC 

Correct Answer: C 

 

QUESTION 3

Which of the following uses precomputed hashes to guess passwords? 

A. Iptables 

B. NAT tables 

C. Rainbow tables 

D. ARP tables 

Correct Answer: C 

 

QUESTION 4

New magnetic locks were ordered for an entire building. In accordance with company policy, employee safety is the top
priority. In case of a fire where electricity is cut, which of the following should be taken into consideration when installing
the new locks? 
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A. Fail safe 

B. Fault tolerance 

C. Fail secure 

D. Redundancy 

Correct Answer: A 

 

 

QUESTION 5

A company recently experienced data exfiltration via the corporate network. In response to the breach, a security
analyst recommends deploying an out-of-band IDS solution. The analyst says the solution can be implemented without
purchasing any additional network hardware. Which of the following solutions will be used to deploy the IDS? 

A. Network tap 

B. Network proxy 

C. Honeypot 

D. Port mirroring 

Correct Answer: A 

Port Mirroring, also known as SPAN (Switched Port Analyzer), is a method of monitoring network traffic. With port
mirroring enabled, the switch sends a copy of all network packets seen on one port (or an entire VLAN) to another port,
where the packet can be analyzed. 
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