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QUESTION 1

A systems engineer wants to leverage a cloud-based architecture with low latency between network-connected devices
that also reduces the bandwidth that is required by performing analytics directly on the endpoints. Which of the following
would BEST meet the requirements? (Choose two.) 

A. Private cloud 

B. SaaS 

C. Hybrid cloud 

D. IaaS 

E. DRaaS 

F. Fog computing 

Correct Answer: AB 

 

QUESTION 2

Which of the following attacks is used to capture the WPA2 handshake? 

A. Replay 

B. IV 

C. Evil twin 

D. Disassociation 

Correct Answer: A 

 

QUESTION 3

An organization uses simulated phishing attacks on its users to better prepare them to recognize actual phishing attacks
and get them accustomed to reporting the attacks to the security team. This is an example of: 

A. baselining 

B. user training 

C. stress testing 

D. continuous monitoring 

Correct Answer: B 
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QUESTION 4

A critical enterprise component whose loss or destruction would significantly impede business operations or have an
outsized impact on corporate revenue is known as: 

A. a single point of failure 

B. critical system infrastructure 

C. proprietary information. 

D. a mission-essential function 

Correct Answer: D 

 

QUESTION 5

A security engineer is concerned about susceptibility to HTTP downgrade attacks because the current customer portal
redirects users from port 80 to the secure site on port 443. Which of the following would be MOST appropriate to
mitigate the attack? 

A. DNSSEC 

B. HSTS 

C. Certificate pinning 

D. OCSP 

Correct Answer: B 
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