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QUESTION 1

An organization is moving away from the use of client-side and server-side certificates for EAR The company would like
for the new EAP solution to have the ability to detect rogue access points. Which of the following would accomplish
these requirements? 

A. PEAP 

B. EAP-FAST 

C. EAP-TLS 

D. EAP-TTLS 

Correct Answer: B 

 

QUESTION 2

A security analyst is concerned about traffic initiated to the dark web form the corporate LAN. Which of the following
networks should the analyst monitor? 

A. SFTP 

B. AS 

C. Tor 

D. LoC 

Correct Answer: C 

TOR is a dark web browser 

 

QUESTION 3

A security administrator is integrating several segments onto a single network. One of the segments, which includes
legacy devices, presents a significant amount of risk to the network. 

Which of the following would allow users to access to the legacy devices without compromising the security of the entire
network? 

A. NIDS 

B. MAC filtering 

C. Jump server 

D. IPSec 

E. NAT gateway 
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Correct Answer: C 

A jump server is a device that acts as an intermediary between users and other devices on a network. A jump server
can provide a secure and controlled access point to the legacy devices without exposing them directly to the network. A
jump server can also enforce authentication, authorization, logging, and auditing policies. 

 

QUESTION 4

A company is moving to new location. The systems administrator has provided the following server room requirements
to the facilities staff: 

Consistent power levels in case of brownouts or voltage spikes A minimum of 30 minutes runtime following a power
outage Ability to trigger graceful shutdowns of critical systems 

Which of the following would BEST meet the requirements? 

A. Maintaining a standby, gas-powered generator. 

B. Using large surge suppressors on computer equipment. 

C. Configuring managed PDUs to monitor power levels. 

D. Deploying an appropriately sized, network-connected UPS device. 

Correct Answer: D 

 

QUESTION 5

A security administrator needs to create a RAID configuration that is focused on high read/write speeds and fault
tolerance. It is unlikely that multiple drives will fail simultaneously. Which of the following RAID configurations should the
administrator use? 

A. RA1D 0 

B. RAID1 

C. RAID 5 

D. RAID 10 

Correct Answer: D 

RAID 0 - no fault tollerance/ high write speed RAID 1 - low write speed RAID 5 - low write speed RAID 10 - fault
tolerance of RAID 1 + high speed of RAID 0 

https://techgenix.com/raid-10-vs-raid-5/ 
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