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QUESTION 1

A security engineer needs to build @ solution to satisfy regulatory requirements that stale certain critical servers must
be accessed using MFA However, the critical servers are older and are unable to support the addition of MFA, Which of
the following will the engineer MOST likely use to achieve this objective? 

A. A forward proxy 

B. A stateful firewall 

C. A jump server 

D. A port tap 

Correct Answer: C 

 

QUESTION 2

An organization recently experienced the following social engineering attacks that introduced malware into the network: 

? In the first attack, the sender impersonated a staff member in the legal department and sent an email stating that the
employee needed to click a link to sign an NDA in order to remain employed. The link provided was to a malicious
website. ? In the second attack, the sender impersonated the director of finance and instructed the accounts payable
department to pay an outstanding invoice. The attached invoice contained malware. 

Which of the following is the most likely reason these attacks were successful? 

A. Both attacks passed the spam filters, which resulted in the end users thinking the emails were legitimate. 

B. Both attacks concealed the delivery of malware, which led end users to trust the emails. 

C. Both attacks appealed to authority, which made the end users feel obligated to perform the requested actions. 

D. Both attacks relied on dumpster diving to obtain a list of valid contacts to receive the malicious emails. 

Correct Answer: C 

 

QUESTION 3

An attack relies on an end user visiting a website the end user would typically visit; however, the site is compromised
and uses vulnerabilities in the end user\\'s browser to deploy malicious software. Which of the following types of attacks
does this describe? 

A. Smishing 

B. Whaling 

C. Watering hole 

D. Phishing 
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Correct Answer: C 

A. Smishing - Can\\'t be because it\\'s fishing through text. 

B. Whaling - Question doesn\\'t mention a high ranking position target. 

C. Watering hole - C is my answer. 

D. Phishing - If you know the definition of this you know it\\'s not this one. 

 

QUESTION 4

A website user is locked out of an account after clicking an email link and visiting a different website. Web server logs
show the user\\'s password was changed, even though the user did not change the password. Which of the following is
the most likely cause? 

A. Cross-site request forgery 

B. Directory traversal 

C. ARP poisoning 

D. SQL injection 

Correct Answer: A 

 

QUESTION 5

Which of the following is the most important security concern when using legacy systems to provide production
service? 

A. Instability 

B. Lack of vendor support 

C. Loss of availability 

D. Use of insecure protocols 

Correct Answer: B 
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